DOEJAEPAJIBHASA COYXDBA 110
TEXHUYECKOMY U OKCIHOPTHOMY
KOHTPOJIIO

ITPUKA3
11 ¢peBpans 2013 . N 17

OF YTBEPXIEHUU TPEBOBAHUMH O
SAIIMUTE NH®OPMAIIUU, HE
COCTABJISIIOILIEHA
IT'OCYIAPCTBEHHYIO TAHURY,
COJIEPKAILIENCS B
TOCYJAPCTBEHHBIX
NH®OPMAIIMOHHBIX CUCTEMAX

B cootBercTBHHM ¢ yacThio 5 craThu 16 @enepanbHoro 3akoHa ot 27 urong 2006 r. N 149-@3
«O6 uHpopManuu, UHPOPMALIMOHHBIX TEXHOJOTMSIX W O 3amuTe uHpopmanun» (Cobpanue
3akoHonarenscTBa Poccuiickoit @enepanuu, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011,
N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328) u [lonoxxenuem o deaepanbHO Ciryx0e
10 TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIIO, YTBEPKACHHBIM YKa3zoM lIpe3unenrta Poccuiickoin
Oenepanun ot 16 aBrycrta 2004 r. N 1085 (CoOpanue 3axoHomarenbcTBa Poccuiickoit
Oenepaunn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431;
2012, N 7, ct. 818), [IPUKA3BIBAIO:

1. VYtBepautes mnpunaraemble TpeOoBanuss o 3ammre UWHGPOpPMAIMK, HE COCTaBIISAIOLICH
roCy/IapCTBEHHYIO TaliHy, CoJieprKalleiicsl B roCyJapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX.

2. YCTaHOBUTh, YTO yKa3aHHbIE B MyHKTe | Hacrosmiero nmpukaza TpeGoBaHUS MPUMEHSIOTCS
JUIS 3alUTHl THPOPMALIMU B TOCYJapCTBEHHBIX HH(POPMAIIMOHHBIX cucTeMax ¢ 1 centsops 2013
T.



Jupekrop
denepaibHOM CITYKOBI IO TEXHUYIECKOMY
U SKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBEPXIEHBI
npukazoM ®CTIK Poccun

ot 11 ¢epamns 2013 r. N 17

TPEBOBAHUA

O BAIIUTE UH®OPMALIMU, HE
COCTABJISIIOILIEHA
IT'OCYIAPCTBEHHYIO TAHURY,
COJIEPKAILIENCS B
TOCYJAPCTBEHHBIX
NH®OPMAIIMOHHBIX CUCTEMAX

1. O6uIre mosoxeHus

1. Hacrosimue TpeGoBanus pa3paboTaHbl B cOOTBETCTBUU ¢ DemepanbHbIM 3aKOHOM OT 27
utons 2006 r. N 149-®3 «OO6 umHbopmanuu, MHGOPMAIMOHHBIX TEXHOJOTHSX WU O 3alluTe
unpopmanun» (Cobpanue 3akoHomarenscTBa Poccuiickoit @enepamnu, 2006, N 31, cr. 3448;
2010, N 31, c1. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328), a Takke C
Y4eTOM HallMOHAIBHBIX cTaHaapToB Poccuiickoit denepanuu B 061acTH 3aIUTH MHGOpMAIMK U
B 00J1aCTH CO3/JaHKS aBTOMATU3UPOBAHHBIX CUCTEM (J1aJiee — HAIIMOHAIBHBIC CTAaHIAPTHI).

2. B noxymeHTe yCTaHABIMBAIOTCS TpPeOOBaHUS K OOECIICUCHUIO 3aIUThl HHOOpMAIUu
OTPAaHUYEHHOTO JIOCTYIA, HE COJAEpPIKAIEH CBEICHUS, COCTABIISIIOLUIME TOCYJAPCTBEHHYIO TAlHY
(mamee — wuHOpManus), OT YTEYKH IO TEXHUYECKUM KaHAJIaM, HECAHKIIMOHHPOBAHHOTO



JIOCTYTIA, CTICIUABHBIX BO3JICHCTBUI Ha TaKyro HHPOPMAIUIO (HOCUTEIN HH(POPMAIINN) B LIETSIX
ee OOBbIBaHUS, YHUUTOXKEHUS, NCKAXEHUs WU OJIOKMPOBaHMs AOCTyIa K Hell (#anee — 3amuTa
uHpopManumn) npu o6paboTke yka3aHHOW MH(POPMAIIUN B TOCYIapPCTBEHHBIX MH(POPMALMOHHBIX
CUCTEMAX.

Hactosume TpeOoBanuss MOTyT NPUMEHATHCA Ui 3alIUThl OOIIENOCTYHMHOW WH(pOpMaIuy,
coJepalieiics B TOCYJapCTBEHHBIX HMH(OPMAIIMOHHBIX CHUCTEMax, JJS JOCTIKCHHS IIeJei,
yKka3aHHbIX B NyHKTax 1 u 3 ywactu 1 crateu 16 @enepanbHoro 3akoHa ot 27 utons 2006 r. N
149-®3 «O6 wundpopmanuu, UHPOPMALMOHHBIX TEXHOJOTHSX M O 3alIUTE HHGOPMAIHNY.
B nokymente He paccMmaTpuBalOTCs TpeOOBaHHUA O 3amuTe WHGOPMAIUU, CBS3aHHBIE C
MPUMEHEHUEM KPHUIITOTPAPUYECKMX METOAOB 3aluThl WHGOpMaNud © IMHU(POBATBLHBIX
(kpunTorpaduECKuX) CPEICTB 3aIUTHI HH(POPMAITUH.

3. Hacrosmme TpeOoBaHus SBIAIOTCA OO0s3aTeNbHBIMH IpU 00paboOTKe wWHPOPMAIMK B
rOCYyJapCTBEHHBIX HMH(OPMAIIMOHHBIX  CHCTEeMaX, (YHKIMOHHPYIOIMX Ha TEPPUTOPUU
Poccuiickoii denepanum, a Takke B MyHUIIUIAIBHBIX WH(OPMAIIMOHHBIX CHCTEMAX, €CIIM UHOE
HE YCTaHOBJIEHO 3aKOHOJATENbCTBOM Poccuiickoi denepannu 0 MECTHOM CAMOYIIPABJICHUH.

Hactosmme TpeOoBaHUS He pacHpoCTpPaHSIOTCS Ha TOCYAapCTBEHHbIE WHGOPMAIMOHHbBIE
cucrtembl Aamunuctpauuu Ilpesunenta Poccuiickoit ®enepauun, Coera bezonmacHoctu
Poccutickoit @eneparnuu, denepanpHoro Codpanus Poccuiickoit deneparuu, IlpaBuTenscTBa
Poccuiickoit ®enepaunn, Koncturynmonnoro Cypa Poccuiickoit ®enepauuu, BepxoBHOro
Cyna Poccuiickoit @enepaunu, Boiciiero Apo6utpaxsoro Cyna Poccwuiickoit denepauuu u
DenepanbHOi cyxk0b1 6e30macHocTH Poccniickoit dexepanun.

4. Hacrosume TpeOoBanust mpeaHa3Ha4yeHbl s oOnamarteneid MHPOpPMAIUHM, 3aKa3YHKOB,
3aKJIIOYMBIIUX TOCYIapCTBEHHBIH KOHTPAKT Ha CO3JaHKE IOCyIapCTBEHHOM HMH(OpMaIlMOHHON
CUCTEMBI (Jajee — 3aKa3uMKH) U ONEPaTOPOB TOCYAAPCTBEHHBIX HH(POPMAIMOHHBIX CHCTEM
(tastee — oneparopsl).

Jluno, oGpabaTeiBaroiiee MHPOPMAIIHIO, SBISIONIYIOCS TOCYAAPCTBEHHBIM WH(MOPMAIMOHHBIM
pecypcoM, Mo TMOpy4YeHHUI0 obOsanarenss wHGoOpMauu (3aKa3duMKa) WM oreparopa u (WiH)
MPEIOCTABIISAIONIEE UM BHIYUCIUTENbHBIE PECYpChl (MOIITHOCTH) A7si 00paboTku nHOpMauu Ha
OCHOBAHUU 3aKJIIOYEHHOTO JOTOBOpa (Jajee — YIMOTHOMOYEHHOE JIMIIO), 00ECIIEYUBACT 3alUTY
uH(pOpMaIlK B COOTBETCTBUU C 3aKOHOAaTeNbcTBOM Poccuiickoit @eaeparuu 06 nHpopmanumy,
WH(OPMAIMOHHBIX TEXHOJOTUAX W O 3ammre wuHpopmaruu. B goroBope momkHa OBITH
MpeyCMOTPEHa O0SI3aHHOCTh YIOJHOMOYEHHOTO JIMIIa OoOecreynBaTh 3alluTy WHGOpMaIuH,
SIBIISTFOIIICHCS] TOCYIaPCTBEHHBIM HH(POPMAIIMOHHBIM PECYPCOM, B COOTBETCTBUU C HACTOSIIIUMU
TpebGoBaHUSIMH.

5. IIpu 0OpaboTKe B TOCYIapCTBEHHON MH(DOPMAIMOHHOW cucTeMe MHPOPMAIINH, COAEpKaIeh
NepCOHaNbHbIE JaHHBIE, HAcTOAlIME TpeOOBaHUS HPUMEHSIOTCS HapsIy C TpPeOOBAHUSAMH K
3all[UTe T[EpPCOHAJIBHBIX JaHHBIX NpU UX 00paboTke B MH(POPMALMOHHBIX CHCTEMax
NEPCOHANBHBIX JAaHHBIX, YTBEPKJIEHHBIX MocTtaHoBIeHHEeM IlpaButenscTBa Poccuiickoit
Oenepariut ot 1 Hos1Opst 2012 1. N 1119 (Cobpanue 3akoHonmatenbctBa Poccuiickoit
Oeneparnun, 2012, N 45, ct. 6257).

6. ITo pemenuto obnanatens nHbopmanuu (3aka3uuka) UK oreparopa Hactosmue TpeboBaHus
MOTYT TPUMEHATHCS Ui 3allUThl HHQOpPMAIMM, COAEpKallleicss B HErocyaapCTBEHHBIX
UH(POPMALIMOHHBIX CHCTEMAX.



7. 3amura nHGOpMAaIum, coepKaiieiicss B rocy1apcTBeHHONH MHPOPMALIMOHHON cUCTeME (Jaiee
— nH(pOPMAIIMOHHAs CUCTEMA), 00eCTIeunBaeTCsl IyTEM BBITTOTHEHUS 00aaTerneM nHPOopMaIuu
(3akazunkoM) MW (WIM) oOmepaTopoM TpeOOBaHWMN K OpraHM3alMy 3allUThl HWH(GOpPMAIHH,
cojepxaleiics B MHGOpPMAIMOHHON cucTeMe, U TpeOOBaHUM K MepaM 3aluThl MH(OpMaLHUY,
coJepkaiieiics B ”HPOPMALIMOHHON CUCTEME.

II. TpeGoBanus K OpraHU3aLUH 3aIUTHI HH(POPMAINH, CoaepKaIeics B UHPOPMALIMOHHOMI
CUCTEME

8. B undopmannoHHol cricTeMe 00bEKTaMU 3aIlUTHI SBISIOTCS HHPOPMAIUs, CONEPIKAIIANCS B
UHPOPMAIIMOHHON CHUCTEME, TEXHUYECKUE CpelCTBa (B TOM YHCJE CPEICTBAa BBIYMCIUTEIHLHON
TEXHUKH, MAIIMHHBIE HOCUTENIN HH()OPMAIINH, CPEICTBA M CUCTEMBI CBSI3U U MEpeadn JTaHHBIX,
TEXHUUYECKHUE CpelacTBa 00paboTKHM OYKBEHHO-IM(POBOH, Tpaduveckor, BUICO- U PEUYECBOM
uHpOpManuu), OOIIECHCTEMHOE, NPUKIAJHOE, CIEUaTbHOE MPOrpaMMHOE OOecIeyeHue,
WH(POPMAIMOHHBIC TEXHOJIOTHH, a TAKIKE CPEIICTBA 3aIUThl HH()OpMAIUH.

9. Hns oOecnieueHus 3alMThl WH(DOpMAIUK, CoAepKalieicss B MHOOPMAIMOHHOW CHUCTEME,
OTIEPaTOPOM HA3HAYAETCS CTPYKTYPHOE IMOJPA3JCICHUE WIH JOJKHOCTHOE JUIO (paOOTHUK),
OTBETCTBEHHBIC 32 3alIUTY WH(OPMAIIHH.

10. Jlns mpoBemeHus paboT mo 3ammre WHGOpPMAIMW B XOAC CO3JaHHUS M OKCILTyaTaruu
nH(pOpPMAIMOHHOW CHCTEMBI oOOnaaareneM HHPOpMANKMK (3aKa3dyMKOM) W OIEpPaTOpoM B
COOTBETCTBUM C 3aKoHogarenbcTBoM Poccuiickoit ®enepanuum npu  HEOOXOAUMOCTH
NPUBJIEKAIOTCS. OpraHU3alliy, UMEIOIUe JIMIEH3UI0 Ha JeATeIbHOCTh M0 TeXHUYECKOHM 3aIiuTe
KOH(uAeHIMaIbHOU nH(pOopMaluy B cooTBeTCTBUH ¢ DenepanbHbIM 3akoHOM OT 4 Mast 2011 r. N
99-03 «O nuUEeH3UPOBAaHUM OTIENBHBIX BHUJOB jAeATenbHOCTH» (CoOpaHue 3aKOHOATENbCTBA
Poccuiickoit ®eaepanun, 2011, N 19, ct. 2716; N 30, ct. 4590; N 43, c1. 5971; N 48, ct1. 6728;
2012, N 26, ct. 3446; N 31, ct. 4322; 2013, N 9, cT. 874).

11. Jns obecriedeHus: 3amuThl MHGOpMAIMK, COAepKalielcs B MH(OPMAIMOHHOM CHUCTEME,
NPUMEHSIOTCSI CPEICTBA 3alIUTHl WHPOPMANNHU, TPOIIEANINE OIEHKY COOTBETCTBHS B (hopme
00s13aTeNIbHON cepTH(UKALIUU Ha COOTBETCTBHE TpEOOBaHUAM MO 0€30MacHOCTH HH(pOpMAIMU B
COOTBETCTBUHU cO cTaTheil 5 dDenepanpHoro 3akoHa ot 27 nekadbpsa 2002 r. N 184-®3 «O
TEeXHUYeCKOoM perynupoBanum» (Cobpanue 3akoHoaarenbcTBa Poccuiickoit deneparuu, 2002, N
52, ct. 5140; 2007, N 19, ct. 2293; N 49, ct. 6070; 2008, N 30, cT. 3616; 2009, N 29, c1. 3626;
N 48, ct. 5711; 2010, N 1, ct. 6; 2011, N 30, cT. 4603; N 49, ct. 7025; N 50, cT. 7351; 2012, N
31, cT. 4322; 2012, N 50, cT. 6959).

12. 3amurta wHGOpMAINK, COAEpXKAIICHCsS B MHPOPMAIIMOHHON CHCTEME, SIBIIIETCS COCTaBHOM
4acThI0 padoT MO CO3TAaHHIO M IKCIUTyaTalni WHGOPMAIIMOHHOH CHCTEMBI U 00ecTieunBaeTcsl Ha
BCEX cCTaauax (dTamax) ee Cco3JaHuss M B XOJ€ OKCIUIyaTalluh IyTeM MpPUHATHUS
OpPraHW3allMOHHBIX W TEXHUYECKHX Mep 3amuThl WH(GOpMAIMK, HaNpaBJICHHBIX Ha
OnokupoBaHue (HEUTpalIM3alMioo) yrpo3 O0e30MacHOCTH HHGOpMaIMM B HH(OPMAIIMOHHON
CHUCTEME, B paMKaxX CHUCTEMbI (TIOJCUCTEMBI) 3aIIUTh HHPOPMAIIMK UH(YOPMALIMOHHOW CHUCTEMBI
(masiee — cucrema 3aiuThl MHGOpMaIuu HHPOPMALIMOHHON CUCTEMBI).

OpraHu3allMOHHbIE M TEXHUYECKHE Mepbl 3alIUThl MH(QOpPMAaILMHU, pealn3yeMble B pPaMKax
CUCTEMBI 3alUThl UHpOpMaUU UHPOPMAIIMOHHOW CHCTEMBI, B 3aBUCUMOCTH OT MH(pOpMaIuy,



coziepkarieiicss B MHGOPMAIMOHHOW CUCTeMe, IleNiel co3laHusi HHPOPMAITMOHHON CHUCTEMBI U
3a/1ay, pemiaeMbIX ATOW HMH(POPMAIMOHHONW CHCTEMOM, IOJDKHBI OBITh HaNpaBJICHBl Ha
UCKJIIOUECHHE:

HEIPABOMEPHBIX JOCTYIA, KOMUPOBAHUS, IPEJIOCTABICHUS WIH PACIIPOCTPaHEHUs HH(POpMaLuU
(obecneuenme KOH(PUACHIUATEHOCTH HH(OPMAITHHN);

HENPABOMEPHBIX ~ YHHUYTOXKEHUS Wi  MoauduiupoBanuss wuHpopmanuu (oOecreueHue
1IEJIOCTHOCTH UH(OpMAITUN);

HelrpaBoOMepHOro OJ0KHpoBaHus HHMopMaIuu (o0ecredeHue JOCTYITHOCTH HH(POPMAIIHH ).

13. JInst obGecriedeHus 3amuThl uHpOpMAIMU, coieprkamielics B MHPOPMANUOHHONW CHCTEME,
MPOBOJISITCS CIIECTYIONINE MEPOTIPUSATHS:

dbopmupoBanue TpeOoBaHUN K 3ammTe HHPOpMaLMH, coAepiKalleics B HHPOPMAIMOHHOM
CUCTEME;

pa3paboTKa CUCTEMBI 3alIUTHl HHPOPMAITUU HHPOPMAIIMOHHONU CUCTEMBI;

BHEJJPEHUE CUCTEMBI 3aIIUThl HHPOPMAIIMH UH(POPMALIMOHHON CUCTEMBIL;

aTTecTanus HH(HOPMALMOHHON CHCTEMBI 110 TPeOOBaHMSIM 3aIlUThI HH(OpMaLuu (anee —
aTTecTanus HH(OOPMALIMOHHON CUCTEMBI) U BBOJI €€ B JICHICTBHE;

oOecrieyeHne 3amMThl WHGOPMAIMHM B XOAE AKCIUTyaTallMM aTTECTOBAaHHON WH(OPMALMOHHOM
CUCTEMBI;

oOecrieyeHne 3aliUThl  HMHGOpPMALMM MpPH BBIBOAE M3 OKCIUIyaTallud aTTeCTOBAaHHOM
MH(OPMALIMOHHON CHCTEMbl WJIM TIOCJI€ NPUHATHSA pElIeHUus 00 OKOHYaHUU OOpabOTKU
UHpOpMaLIUH.

dopmupoBaHue TpeOOBAHUH K 3allIUTe UHPOPMALIMH, COIEpKaleiicss B MUHPOPMaIlMOHHOM
cucreMe

14. ®opmupoBanue TpebOBaHUN K 3amuTe MH(OpMalLKHU, coaepKalleiicss B ”HPOPMalMOHHON
CUCTEMe, OCYIIEeCTBIIsIeTCs o0ManaTeneM nHGopManuu (3aKa3uuKkoM).

®dopmupoBanue TpeOOBaHHWM K 3ammTe HHpOpManuu, cojaepkamieiicss B UHGOPMaIMOHHON
cucreme, ocymectisiercs ¢ yuetom ['OCT P 51583 «3amura nadopmanuu. [Topsgox cozpanus
ABTOMATU3MPOBAHHBIX CHUCTEM B 3AIUIICHHOM HCMONHEHHU. OOIIMe MOoNoXKeHHs» (nanee -
I'OCT P 51583) u T'OCT P 51624 «3amura uadopmannuu. ABTOMaTU3UPOBAHHBIE CUCTEMBI B
3amuIIeHHoM ucnonHenuu. O6mue tpeboBanus» (manee - TOCT P 51624) u B Tom uyucie
BKJIIOYAET:

OPUHITHE pPEIIeHUS O HEOoOXOAUMOCTH  3allMThl  HHQPOpPMAIMH, COJEpKalleiicss B
MH(OPMaLIMOHHON CHCTEME;

KJaccu(puKanuo MHGOPMAITMOHHONW CUCTEMBI IO TPEOOBAaHUAM 3aIUTHl HHPOpMaLuK (1anee —
KJaccuukanys nHGOPMalMOHHON CUCTEMBI);



ompezeneHue yrpo3 Oe3omacHOCTH HMH(POpPMAIMH, pealu3alus KOTOPBIX MOXKET MPUBECTU K
HapymeHno 6e3omacHoCTH WHGOpMAIK B WH(POPMAIMOHHON CHUCTEME, U pa3pabdOoTKy Ha HX
OCHOBE MOJIEJIN yrpo3 0€30MacHOCTH HH(POPMALINY;

orpeneneHue TpeOoBaHUN K CHCTEME 3aIuThl HH(pOpMaIui HHGHOPMAIIHOHHONW CHCTEMBI.

14.1. Tlpu npuHATHM pEHICHUS O HEOOXOAWMOCTH 3aIIUTHl MH(POPMALIMHU, COACpIKaIICHCsS B
MH(POPMALMOHHOM CUCTEME, OCYILIECTBIISETCS:

aHaM3 1ened  co3maHus HMHQOPMAIMOHHOW CHCTEMBI M 3a/ay, pelIacMbIX  3TOHU
WH()OPMAITMOHHON CHCTEMOM;

omnpezeneHue HHPoOpMaIH, MoAIexKalei 00padoTke B MHPOPMAIIMOHHOM CUCTEME;

aHaJ M3 HOPMATHBHBIX IIPABOBBIX AaKTOB, METOJMYECKHX JOKYMEHTOB M HallMOHAJIbHBIX
CTaHJapTOB,

KOTOPBIM O0JIZKHA COOTBETCTBOBATDH I/IH(bOpMaI_II/IOHHaH CHUCTCMA,

NOPUHATHE PEHICHHS O HEOOXOJAMMOCTH CO3JaHMsS CHCTEMbl 3allUThl  WHPOpPMALUU
UH(POPMALIMOHHON CHCTEMBI, a TaKXe OIpeNeNIeHHue IeNlel W 3a1ad 3aluThl HHQOpMaIu B
UH(POPMALIMOHHOM CHCTEME, OCHOBHBIX JTallOB CO3JIaHUS CHUCTEMbI 3alllUThl WHPOpPMALUU
UHPOPMALIMOHHOM CHCTeMBbl ¥ (QYHKIMHA TI0 O0ECNeYeHUI0 3amuThl  HH(OpMAIHH,
cojaepxarnieiics B HHPOpMAMOHHON cucTteMe, oOmanarens wuHGopMauu (3aKa3duKa),
oreparopa M yImoJIHOMOYEHHBIX JIHII.

14.2. Knaccudukanus nHGOpPMAITMOHHONW CHCTEMBI IPOBOAUTCS B 3aBUCUMOCTH OT 3HAYUMOCTH
oOpabarbiBaeMoll B Heil MHPOpMaLMU U MacITaba MHPOPMALMOHHON crcTeMbl ((heaepabHBbIi,
peruoHanbHbIN, OObEKTOBBII).

YcTaHaBiIMBaKOTCS YeThIpe Kiacca 3allUIIeHHOCTH HH(POPMALMOHHOM CUCTEMBI, ONpEAesIone
YPOBHH 3alIUIIEHHOCTH cojaepxaiieiicss B Hedl wuHbopmaruu. CaMmblii HH3KHA Ki1ace —
4eTBEPThI, caMblii BbICOKMI — mepBbld. Kiacc 3ammiieHHOCTH MH(OPMAIMOHHON CHCTEMBbI
OTIpesieNIieTCsl B COOTBETCTBHUM ¢ MpuiiokeHneM N 1 k HactosiiiuM TpeGoBaHUsIM.

Knacc 3ammmieHHoctu ompeznensercs Ui HMHQOPMALMOHHOM CHCTEMBI B ILEJIOM W, IpHU
HEOO0XO/MMOCTH, JJIsi €€ OT/AENbHBIX CErMEHTOB (COoCcTaBHbIX uacteil). TpeGoBaHHMe K Kiaccy
3alMIIEHHOCTH BKJIIOYAETCs B TEXHUUYECKOE 3a/1aHre Ha CO3/IJaHue MH(POPMAIIMOHHON CUCTEMBI U
(M) TEeXHUYECKOe 3aJaHue (JacTHOE TEXHMYECKOE 3aJaHHe€) Ha CO3JlaHHE CUCTEMBI 3alUThI
uHpopMaluu HMHPOPMALIMOHHOW cucTeMbl, paspadbarbiBaemble ¢ yderom ['OCT 34.602
«upopmanonHast texHonorusi. KoMmruieke cTaHIapTOB Ha aBTOMAaTU3MPOBAHHBIE CHCTEMBI.
TexHuueckoe 3ajjaHle Ha CO3/laHUE aBTOMaTu3MpoBaHHOU cucteMbl» (Hanee — ['OCT 34.602),
I'oCT P 51583 u I'OCT P 51624.
Knacc 3ammiieHHocTH HMH()OPMALIMOHHONW CHUCTEMBI MOAJIEKHUT IMEPECMOTPY IMPH H3MEHEHUU
MaciTaba MH(QOPMAIIMOHHON CHCTEMBbI MIIM 3HAYMMOCTH 00pabaTeiBaeMoii B Heil MH(OpMAIIHH.

Pesynbratel  kiaccuukanuu  UHGOPMALMOHHOM  CHUCTEMBbl  OQOPMIISIIOTCS ~ aKTOM
KJIaccu(UKaIum.

14.3. VYrpo3sl 0Oe3zomacHOCTH HMH(OpPMAIMK ONPENEeNAIOTCd IO  pe3ysbTaTaM  OLEHKHU
BO3MOXKHOCTEH (NOTEHIMAada, OCHAIICHHOCTH W MOTHUBAIMHM) BHEIIHUX H BHYTPEHHHX
HapyLIUTeIe, aHaln3a BO3MOXKHBIX YSA3BMMOCTEH HH(POPMALMOHHOM CHUCTEMbI, BO3MOKHBIX



CHOCO0OB peayn3aluu yrpo3 0e30MacHOCTH HMH(OPMAIMK M TOCIEACTBUN OT HapyIIECHHUs
CBOMCTB Oe3omacHoCTH nHpopmaruu (KOHGUIEHITNATEHOCTH, IIEIOCTHOCTH, TOCTYITHOCTH ).

[lpu ompenenennn yrpo3 Oe3omacHOCTH  MH(GOPMAIMM  YYUTHIBAIOTCS  CTPYKTYpPHO-
(YHKIMOHATIBHBIE XapAaKTEPUCTHKH HWH(GOPMAIMOHHON CHUCTEMBbI, BKIIOYAIONIIUE CTPYKTYpY H
cocTaB MH(POPMAIMOHHOM CHCTEMBI, (U3UYECKHE, JIOTHYECKHE, (YHKIMOHAIBHBIE |
TEXHOJIOTUYECKHE B3aMMOCBSI3M MEXIY CErMEHTaMH WH(POPMALMOHHOM CHCTEMBI, C HWHBIMU
UH(QOPMAIIMOHHBIMU  CUCTEMaMH U MH()OPMAIMOHHO-TEIEKOMMYHHKAIMOHHBIMH  CETSIMHU,
peKuMBI 00pabOTKK HHPOPMALIUK B HHPOPMALIMOHHOW CUCTEME U B €€ OT/ICJIbHBIX CETMEHTAX, a
TaK)KEe MHBIC XAPaKTEPHUCTUKH MH()OPMALMOHHON CHCTEMBI, NMPUMEHsSEMble HMH()OPMALUOHHBIC
TEXHOJIOTUH U 0COOEHHOCTH €€ (PyHKIIMOHUPOBAHUSI.

[To pesynbraTtam ompexaeneHus yrpo3 OezomacHOCTH HMH(POPMAUM TPH HEOOXOAUMOCTH
pa3padaThIBalOTCS  PEKOMEHIAIMM 10  KOPPEKTHPOBKE  CTPYKTYPHO-(YHKIIMOHATBHBIX
XapaKTepUCTUK  WH(POPMAIMOHHONH  CHCTEMBbI,  HampaBlICHHbIE  Ha  OJIOKUPOBaHUE
(HeHWTpalu3alnio) OTAEIBHBIX YIpo3 6€30MacHOCTH HH()OPMALIUH.

Mopenb yrpo3 6e30macHOCTH MH(POPMAIUKM JTOJDKHA COJIEpXKAaTh ONMHCaHue MH(POPMAIMOHHON
CHUCTEMBl U €€ CTPYKTYPHO-(YHKIMOHAJIbHBIX XapaKTEPUCTHK, a TAKKE OIUCAaHHE YIrpo3
0e30macHOCTH MH(OPMAIUH, BKJIIOYAIONIEe OMMCAHWE BO3MOXKHOCTEH HapymuTeneil (Moaenb
HAPYIIUTENs), BO3MOXKHBIX YSI3BUMOCTEH WH(OPMAIMOHHOW CHCTEMBI, CIIOCOOOB pean3aiuu
yrpo3 0Oe3omacHocTH WH(OPMAMM W TOCIEACTBHA OT HApPYIICHUS CBOWCTB 0€30MacHOCTH
uHpopmanuu.

Jns  ompeneneHust yrpo3 0e30MmacHOCTH HMHpOpPMaLMKM M Pa3pabOTKH MOJAEIH  yrpo3
0e3omacHOCTH WH(GOpPMAIMKA TPUMEHSIOTCS METOJUYECKHE JOKYMEHTHI, pa3paboTaHHbBIE U
yrBepxacHHble PCTOK Poccun B coorBerctBum ¢ noanyHkToMm 4 myHkra 8 Ilonoxkenus o
®enepalibHON CiIyk0€ MO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO, YTBEPKICHHOIO YKa3oM
[Tpesunentra Poccuiickoit @enepanun ot 16 asrycta 2004 r. N 1085 (Cobpanue
3akoHoaarenbeTBa Poccuiickoit @enepanuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008,
N 43, cr. 4921; N 47, ct. 5431; 2012, N 7, ct. 818).

14.4. TpeGoBaHus K cUCTeMe 3alUThl MHGOpMAIMY HMH(MOPMAITMOHHONW CUCTEMBI ONPEIENIAI0TCS
B 3aBHCHUMOCTHM OT KJIacca 3allMIIEHHOCTH MH(MOPMALMOHHON CHCTEMBI U yrpo3 0€30MacHOCTH
uHpOpMallMK,  BKJIIOYEHHBIX B MOJENb  yrpo3  0€30MacHOCTH  HMH(OpPMAIMH.
TpeboBaHusi K cUCTEME 3alIUThl MHPOpMAIMK WH(OPMALMOHHONW CHCTEMbl BKJIIOYAIOTCS B
TEXHUYECKOE 3a/laHie Ha cOo3JlaHhe WH(POPMAIIMOHHON cUCTeMbI M (WJIN) TEXHUYECKOE 3aJaHue
(uacTHOE  TEXHMYECKOE  3a/JaHM€) Ha  CO3JIlaHME€ CHCTEMbl  3aIlIUThl  HHQOpPMAIUH
UHPOPMALIMOHHOM cucTeMbl, pa3pabarbiBaemble ¢ yuyetoM ['OCT 34.602, TOCT P 51583 u
['OCT P 51624, 1 105KHBI B TOM YHCIIE€ COJEPKATh!

Ociib U 3ada49u obOecrieucHUs 3allluThI I/IH(I)OpMaI_II/II/I B HH(I)OpMaHHOHHOﬁ CHUCTEME,
KJIacCC 3allIMIIICHHOCTH HH(I)OpMaHHOHHOI‘;I CHUCTCMBI,

MNEPCUCHb HOPMATUBHBIX IIPABOBBIX aKTOB, MCTOAWYCCKUX JOKYMCHTOB W HAIWMOHAJIBbHBIX
CTaHAapTOB, KOTOPBIM JOJIZKHA COOTBCTCTBOBATH I/IH(bOpMaI_[I/IOHHaSI cCUcCTeMa,

MEpCUCHDb 00BEKTOB 3alllUThI HH(I)OpMaHHOHHOﬁ CUCTEMBI,

TpeOOBaHUS K MEpaM U CPEACTBaM 3alluThl HH(OPMAIMH, TPUMEHSIEMBIM B HH()OPMAITMOHHON
CHCTEME;



TpeOoBaHUS K 3amuTe WHPOpMALMUW TpU HHPOPMALMOHHOM B3AaUMOACUCTBUM C WHBIMU
MH()OPMAIIMOHHBIMH CHCTEMaMH U WH()OPMAMOHHO-TEICKOMMYHHKAIIHOHHBIMH CETSIMH, B TOM
YHuCJIE C I/IH(i)OpMaI_II/IOHHLIMI/I CUCTCMaMH YIIOJIHOMOYCHHOI'O JIMIla, a4 TAKXKC IMPU NMPHUMCHCHUUN
BBIYUCIIUTENILHBIX PECYPCOB (MOIIHOCTEH), MPEJOCTABISAEMBIX YHOJTHOMOYCHHBIM JIHIIOM JUIS
00paboTku HHpOpMALIUH.

[Tpu onpeneneHnn TpeOGOBaHUHA K CHCTeMe 3aIUThl MH(OpMau MHPOPMAITUOHHONW CHCTEMBI
YYHUTBIBAIOTCS TIOJIOKEHHS MOJUTHK oOecriedeHns: HHPpOpMaIMOHHON 0e30acHOCTH 00Ja1aTess
uHpopmanuu (3akazumka) B ciaydae ux pazpaborku mo I'OCT P HMCO/M3K 27001
«MapopmarnonHas TexHojorus. MeToasl U cpeacTsa odecneueHus 0e3omacHOCTH. CHCTEMBI
MeHEKMEHTa HH()OpMAIMOHHOU Oe3omacHocTH. TpeboBaHus», a TaKKe TOTUTHK 00CCTICUCHUS
UH(QOPMAIIMOHHOW O€30MacHOCTH omeparopa M YHNOJHOMOYEHHOTO JIMIIa B 4YacTH, He
IPOTHBOpPEYAILEH MONMTHKAM 00JaiaTesnss HHPOpMaIuH (3aKa3unka).

Pa3paboTka cuctembl 3auuThl HHGOPMATUU HHPOPMAIIHOHHON CHCTEMBI

15. Pa3paboTka cHCTEMBbI 3alIUThl WHPOPMANUU WHGOPMAIMOHHON CHCTEMBI OpraHH3yeTCsI
obnamarenem nHpopmanuu (3aKa3YHKOM).

Pa3zpaboTka cucteMsl 3amuThl MHGOPMAMU HHPOPMALMOHHOM CHUCTEMbI OCYIIECTBIISETCS B
COOTBETCTBUHM C TEXHHYECKHM 33JaHHEM Ha CO3/1aHue MH(OOPMAIIMOHHOW CHCTEMBI M (WIJIH)
TEXHUYECKUM 33JaHueM (YaCTHBIM TEXHMUYECKUM 3aJaHMEM) Ha CO3[JaHHE CHCTEMbl 3allUThl
uHpopmanun uHPOpManmonHoi cucreMel ¢ yderom ['OCT 34.601 «udopmannonnas
TexHosorus. Kommieke craHaapToB Ha aBTOMaTU3MPOBAHHbBIE CUCTEMBL. ABTOMaTH3UPOBAHHBIE
cucreMbl. Ctaguu coznanus» (nanee — 'OCT 34.601), TOCT P 51583 u I'OCT P 51624 u B Tom
YHCIIE BKIIOYACT:

MMPOCKTUPOBAHHUEC CUCTCMBI 3alIUTHI I/IHq)OpMaI_II/II/I HH(I)OpMaHHOHHOﬁ CUCTCMBI,

pa3paboTKy S3KCIUTyaTallMOHHOM  JOKYMEHTallMM Ha CHUCTeMY 3alluThl  MH(OpMaIuu
MH(OPMaLIMOHHON CHCTEMBI;

MaKeTHpPOBAHUE U TECTUPOBAHHE CHCTEMBb! 3AIIUTHl MHPOPMALUU HH(OOPMAIIMOHHON CHCTEMBbI
(pu HEOOXOAMMOCTH).

Cuctema 3anmuthl uHGOpMaNMK HHGOPMAIIMOHHOW CHUCTEMBI HE JODKHA TMPEMSITCTBOBATH
JOCTHIKEHUIO TIeNieit co31anusi HHGOPMAIIMOHHON CUCTEMBI U €€ () YHKIIMOHUPOBAHHUIO.

[Tpu pazpaboTke cucTeMbl 3alIUTHl UHGOPMAIIMU WH(OPMAIIMOHHON CHUCTEMBl YUUTHIBACTCS €€
nHpOpMAIIMOHHOE  B3aMMOJCWUCTBHE C WHBIMA  HH(POPMAIMOHHBIMH  CHCTEMaMH |
WH(OPMAIIMOHHO-TEIIGKOMMYHUKAIIMOHHBIMH  CETSIMU, B TOM 4YHClIe C WH(GOPMAIMOHHBIMU
CHCTEMaMH YIOJHOMOYEHHOTO JIMIa, a TaKXe TNPUMEHEHHE BBIUUCIUTEIBHBIX PECYPCOB
(MOIITHOCTEH ), MPEOCTABISIEMBIX YIIOTHOMOUYEHHBIM JIMIIOM JIJIs1 00pabOoTKH HH(POPMAIIHH.

15.1. Tlpu NpoeKTHPOBAaHUHM CHUCTEMBI 3alIUThl HWHGOPMalMU HHOOPMALMOHHOW CHCTEMBI:
OTIpENIeNAI0TCS TUIBI CYOBEKTOB J10CTYMA (TI0JIb30BATEINH, MPOLIECCH M MHbIE CYOBEKTHI I0CTYIIA)
U OOBEKTOB JOCTYyMa, SBISAIOMIUXCSI OOBEKTaMM 3aluThl (YCTpPOHCTBA, OOBEKTHI (halioBOI
CHCTEMBI, 3aIllyCKaeMbleé M MHCIIOJHSIEMble MOJYJIH, OOBEKThl CHCTEMBI yIpaBiieHUs Oa3zaMu



JTAHHBIX, OOBEKTHI, CO3JaBacMble MPUKIIAAHBIM MPOrPAMMHBIM 00€CICUeHUEM, UHBIE OOBEKTHI
JIOCTYTIA);

OTIPENeNAIOTCS METOJIbl YIPABICHHUS JOCTYNOM (IMCKPEIMOHHBINA, MaHIATHBIH, POJICBOW WU
MHBIE METOJbl), THUIIBI JOCTyHa (YTEHHE, 3alKCh, BBIOJHEHUE MM WHBIC THIIBI JOCTYyNa) W
IpaBuiIa pa3rpaHUYeHUs JOCTyIa CYOBEKTOB JOCTyNa K 00BbeKTaM J0CTyna (Ha OCHOBE CIHCKOB,
METOK 0€30IacHOCTH, POJICH M MHBIX HPaBHII), MOUISKAIINE PeaU3aluy B WHPOPMAIIOHHOM
CHCTEME;

BBIOMPAIOTCS MEpHl 3aIlIUThl MH(OpManWy, IMOJUIeKAIINE PEATN3AlMd B CHUCTEME 3alllUThI
uHpopManuu HHPOPMAITMOHHON CHCTEMBI;

OTIPENeNAIOTCA BUABI M TUIBI CPEACTB 3alIUTHl MH(OPMAIMH, 00ECIICUYMBAIOIINE pEaTU3aAIIUI0
TEXHUYECKUX MEep 3allUThl MH(pOpMaIuuy;

OTPECIIACTCS CTPYKTYpa CUCTEMBI 3alUThI HH(OPMaNK HH(HOPMAMOHHON CUCTEMBI, BKIIIOYAs
COCTaB (KOJIMYECTBO) U MECTA pa3MEIICHUS €€ 3JIEMEHTOB;

OCYILIECTBIISICTCS BHIOOP CPEACTB 3aLIUTHI HH(POPMAINH, CEPTH(GUIMPOBAHHBIX HA COOTBETCTBUE
TpeOoBaHUSAM 1O 0e30MacHOCTH HWH(OPMAIUH, C Y4E€TOM HX CTOMMOCTH, COBMECTHMOCTU C
UH(QOPMAIIMOHHBIMU TEXHOJIOTUSIMH M TEXHUYECKHMMHU CpelcTBamMH, (QyHKIMH Oe30macHOCTH
3TUX CPEACTB U OCOOCHHOCTEM HMX peanu3alud, a TakkKe Kilacca 3allUIICHHOCTH
MH()OPMAIIMOHHON CUCTEMBI;

OTIpEICNIAIOTCA MapaMeTphl HACTPOMKH MPOTPAaMMHOIO OOECTeueHus, BKJIIOYas MPOrpaMMHOE
o0ecrieyeHne CpeACTB 3alIUTHl WHPOPMALKHK, OOECHEUMBAIONINE PEATN3ALUI0 Mep 3aIlUuThI
uH(pOpMallMK, a TaKKe YCTpAaHEHHE BO3MOXKHBIX YA3BUMOCTEH HHGOPMAIMOHHON CHUCTEMBI,
NPUBOASAIINX K BOSHUKHOBEHHIO YTPO3 0€30MacHOCTH HH(OPMAIIHH;

OMpECACIIAOTCA MCPBI 3allIUThI I/IH(bOpMaIII/II/I Inpu I/IH(bOpMaIII/IOHHOM BSaHMOHeﬁCTBHH C MHbIMHA
WH(GOPMALIMOHHBIMU CHCTEMaMU U MH(POPMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIMH CETSMH, B TOM
YqUcCJe C I/IH(i)OpMaHI/IOHHI)IMI/I CUCTCMAaMM YIIOJJHOMOUYCHHOTI'O JIMIIA, a TAKXE IMPU MPUMCHCHUHN
BBIUHCIUTENBHBIX PECypcoB (MOIIHOCTEH), MPEAOCTaBISEMBbIX YIOJTHOMOYEHHBIM JIUIIOM JUJIS
00paboTku nHpopmaIuu.

Pe3ynbpTaThl MpPOEKTHPOBAHUS CHCTEMBl 3alUThl MHPOPMALUU HHPOPMALMOHHOM CHUCTEMBbI
OTpaXalOTCsl B IPOEKTHOM JOKYMEHTAlUU (3CKU3HOM (TEXHHYECKOM) MpOEKTe WU (Wiau) B
paboueil JOKyMeHTalMM) Ha HMHPOPMALMOHHYIO CHCTeMy (CHCTEeMY 3allluThl HH(pOpMalnuu
nH(pOpPMallMOHHON cHucTeMbl), pa3padaTtsiBaeMbix ¢ ydyetoM ['OCT 34.201 «MudopmannonHas
TexHosorus. Kommieke ctaHapToB Ha aBTOMaTU3UPOBAaHHBIE CUCTEMBbI. BU/IbI, KOMITJIEKTHOCTb

U 0003HaueHUE JOKYMEHTOB IpPU CO3JaHUM aBTOMAaTU3MPOBaHHBIX cuctem» (nanee — ['OCT
34.201).

[IpoekTHas nOKyMeHTalus Ha HMH(MOPMAIMOHHYIO CUCTEMY U (MJIM) €€ CHCTEMY 3allUThl
MH(pOpMallMK TOJIEKAT COIJIACOBAHHUIO C ONEPAaTOpPOM HH(POPMAIMOHHOM CHCTEMBI B Cllyyae,
€CJIM OH OIPENIEIIEH TAaKOBBIM B COOTBETCTBUHU C 3aKOHOAATENLCTBOM Poccuiickoit denepannn k
MOMEHTY OKOHYaHMsI TNPOEKTHPOBAHHUS CHCTEMBbI 3allluThl HH(OpManuu WHGOPMAIMOHHON
CHCTEMBI U HE SABJISIETCS 3aKa3UYMKOM JaHHOW MH(POPMALIMOHHON CUCTEMBI.

[lpr oTCyTCTBHM HEOOXOMMMBIX CpEACTB 3aIlUThl HH(GOpMAIHMH, CEepTU(UIIMPOBAHHBIX Ha
COOTBETCTBUE TpeOOBaHUAM 1O Oe30MacHOCTH HHGpOpMAlMK, OpraHu3yeTcs pa3padboTka
(mopaboTka) cpeACTB 3amuThl WHGOPMAIMM W WX CepTUPUKAIUS B COOTBETCTBHH C
3akoHoJIaTenbCcTBOM Poccuiickoit dexepanuy UM NPOU3BOIUTCS KOPPEKTUPOBKA MPOEKTHBIX
pemieHuit Mo MHGOPMALMOHHON cucTeMe U (WIK) ee CUCTeMe 3allUThl HHQOpPMAlUU C YYEeTOM



(YHKIMOHAJIBHBIX BO3MOXKHOCTEH HUMEIOIIUXCA CEPTH(PUIMPOBAHHBIX CPEACTB  3AIUTHI
nHpopmanuu.

15.2. Pa3paboTka 5KCIUTyaTallMOHHOW JIOKYMEHTallMM Ha CHCTEMY 3allUThl HH(pOpManuu
UH(POPMALIMOHHON CHUCTEMBI OCYILECTBIIIETCSI B COOTBETCTBUM C TEXHHUYECKUM 3a/laHUEM Ha
co3iaHne MHPOPMAIIMOHHOM CUCTEMBI U (UJIM) TEXHUYECKUM 3aJJaHuEM (4aCTHBIM TEXHUYECKUM
3aJaHMEeM) Ha CO3/IaHUE CHUCTeMbl 3aIIUThl HHPOpMAIUKW HWHPOPMALMOHHOW CHUCTEMBI.
OKCIulyaTalluOHHas JOKyMEHTAllMsli Ha CHUCTeMYy 3alluThl HHpopManuu HHGOPMaIMOHHON
cuctembl pazpadarsiBaercs ¢ yaetoM ['OCT 34.601, TOCT 34.201 u 'OCT P 51624 u nomkHa B
TOM YHCJIE COJIEPKaTh OMHUCaHUE:

CTPYKTYPbI CUCTEMBI 3alIUThI HH(OpMaLUK HHPOPMAITMOHHON CHUCTEMBI,
COCTaBa, MECT YCTaHOBKH, IIApAaMETPOB M MOPSJIKa HACTPOUKHU CPEACTB 3aIIUTHl MH(OpMAIIHH,
POrPaMMHOTO o0ecrnieueHus u TEXHUYECKUX CpPEICTB;

MPaBUJI SKCIUTYaTalluy CUCTEMBI 3aIIUTHl HHPOPMAITUH HH()OPMAIIHOHHON CHCTEMBI.

15.3. [Ipu MakeTHpPOBaHWU M TECTUPOBAHUH CHUCTEMBI 3alIUTHI MH(OpMAIH HHPOPMALIMOHHON
CUCTEMBI B TOM YHUCJIE OCYILECTBIISIOTCA:

IIPOBCPKa pa6OTOCHOCO6HOCTI/I 1 COBMCCTUMOCTHU BbI6paHHBIX CpCaCTB 3alIUThBI I/IH(I)OpMaI_II/II/I C
I/IH(l)OpMaLII/IOHHI)IMI/I TCXHOJIOTUAMHU U TCXHUYCCKUMUA CPCACTBAMHU,

IPOBEPKa BHINOJIHEHUS] BBIOPAHHBIMHU CPECTBAMH 3alIUTHI HHPOpMaMK TpeOOBaHUIT K cUCTEME
3aUThl HHGOPMAIH HHPOPMALIMOHHON CUCTEMBI,

KOPPEKTHPOBKA MPOEKTHBIX pPEUICHWH, pa3pa0OTaHHBIX TPU CO3AAHWU HH(OPMAIIOHHON
CUCTEMBI U (WJIM) CUCTEMBI 3aIIUThl HHPOPMALUU HHPOPMALTMOHHONW CUCTEMBI;

KOPPEKTHPOBKA IPOEKTHOW M OKCIUIyaTallMOHHOM JOKYMEHTAlUM Ha CUCTEMY 3allUThI
nH(popMaluu HHPOPMAITMOHHON CUCTEMBI.

MaKeTI/IpOBaHI/IC CUCTCMBI  3alllUTHI I/IHCI)OpMaI_[I/II/I HH(I)OpMaHHOHHOﬁ CUCTEMBI MU €€

TECCTUPOBAHHUEC MOXKET MPOBOAHUTHECA B TOM YHUCIC C HUCIOJIB30BAHUCM CPEACTB W MCETOJ0B
MOACIINPOBAHUA I/IH(I)OpMaI_[I/IOHHLIX CHCTEM M T€XHOJIOTHUH BUPTYyaJIU3alUHU.

BHCI[peHI/Ie CUCTCMBI 3allIMThI I/IHq)OpMaLII/II/I HH(l)OpMaHHOHHOﬁ CUCTCMBI

16. Buenpenue cuctembl 3alUThl MHPOpMAUK HH(DOPMALIMOHHOW CUCTEMBI OPraHU3YeTCs
oOnagareneM HHGOPMALIUU (3aKa3YUKOM).

BHCIlpeHI/IC CUCTEMBI 3alllUThI I/IH(I)OpMaI_II/II/I HH(I)OpMﬁLIHOHHOfI CUCTCMBbI OCYHICCTBJIIACTCA B
COOTBETCTBHHU C HpOGKTHOfI n BKCHHyaTaHHOHHOﬁ )IOKYMCHTaHHefI Ha CHUCTEMY 3allUThI

I/IH(I)OpMaI_II/II/I HH(I)OpMaHHOHHOf/'I CHUCTCMBI U B TOM YHCJIC BKJIFOUACT:

YCTaHOBKY U HACTPOUKY CPEJICTB 3alIUThl HH(POPMAIIMU B HHPOPMAIIIOHHON CHCTEME;



pa3paboTKy JOKYMEHTOB, OINpPECNIAIONINX MpPaBUia U MPOLEAYPHl, pPeaTn3yeMble ONepaTopoM
JUIs oOecredeHus 3aluThl THPOPMALUU B MH(MOPMAIIMOHHON CUCTEME B XOJ€ €€ KCIUTyaTalluu
(mayiee — opraHu3aOHHO-PACTIOPSIUTENbHBIC JOKYMEHTHI 1O 3aluTe HH(pOpMAIIH);

BHE/IPEHHE OPTaHU3AIMOHHBIX MEP 3aLIUTHI HH(OPMAIINH;
npeBapUTeNbHbIEC UCTIBITAHUS CUCTEMBI 3aIIUTHI HHPOPMAUU HHHOPMAIIMOHHON CHUCTEMBI;
OMBITHYIO SKCILTYaTallMIO0 CUCTEMBI 3allIUThl HH(POPMALUU HHPOPMALIMOHHONW CUCTEMBI;

aHaJINU3 yA3BUMOCTEH MH(POPMALIMOHHOM CUCTEMBI U MIPUHITHE MEP 3allUThl MUHPOPMAIMH 110 UX
YCTPaHEHUIO;

MMPUEMOYHBIC UCIIBITAHUSA CUCTCMbI 3allIUThI I/IH(I)OpMaI_[I/II/I HH(i)OpMaI_II/IOHHOfI CHUCTCMBI.

K BHeapenuto cucrembl 3amuThl UHGOpMAUU WH(GOPMALMOHHOW CHUCTEMBI MPHUBJIEKACTCS
oreparop HHPOPMALMOHHON CUCTEMBI B CIIy4ae, €CIIM OH OIPEJIENIeH TAKOBBIM B COOTBETCTBUU C
3aKkoHozarenbcTBOM Poccuiickoit ®enepauud K MOMEHTY BHEIPEHUS CHUCTEMbl 3alUThI
uHpopMauu  UHPOPMALMOHHOM  CHUCTEMBl M  HE  SBJSETCS  3aKa3uMKOM  JaHHOU
UH(OPMALIMOHHON CHUCTEMBI.

16.1. YcraHoBKa M HacTpoiika CpeAcTB 3alluThl MH(OpMANMM B HWH(POPMALMOHHON cucTeMe
JIOJKHA TPOBOJUTHCS B COOTBETCTBUU C JKCIUTYyaTallMOHHOM JIOKyMEHTAallUE€M Ha cHUCTeEMY
3alMThl MHGOpMAMU MHPOPMALMOHHOM CHUCTEMBl M JOKyMEHTAallMeld Ha CpeJCcTBa 3alUThI
uH(pOopMaLUH.

16.2. Pa3pabaTeiBacMble OpPraHW3AIMOHHO-PACHIOPSIUTEIEHBIC JOKYMEHTBHI [0  3allluTe
uH(GOPMAIIUU JOJKHBI ONPEENSTh IPaBUiIa U IPOIEAYPHI:

yhnpasiaeHus (aAMUHUCTPUPOBAHUS) CHCTEMOM 3aluThl HHPOpMaUK HHGOPMALMOHHON
CUCTEMBI;

BBISIBJICHUS] MHIMJIEHTOB (OJTHOTO COOBITHS WJIM TPYIIIBI COOBITHI), KOTOpbIE MOTYT NMPUBECTU K
cOOSM WM HapyIIEHHI0 (QYHKIMOHUPOBAHUSA WH(DOPMAIMOHHOW cuUCTeMBl M (WIH) K
BO3HMKHOBEHUIO yrpo3 0e3omacHocTd MH(opManuu (fajgee — MHUUACHTHI), U pearnpoBaHus Ha
HUX;

ynpaBieHUs] KOH(Urypanueil aTTecCTOBaHHON MH(OPMAllMOHHONW CHCTEMBbI U CHCTEMBI 3alUThI
uHpopMaluu HHPOPMAITMOHHON CHCTEMBI;

KOHTpOJIsI (MOHUTOpPHHra) 3a oOecliedeHHMEeM YPOBHS  3allMIIEHHOCTH HWH(pOpMaluy,
cozepaleiics B ”HPOPMALIMOHHOM CUCTEME;

3alUThl UH(GOPMAIMKM TPU BBIBOJIE M3 AKCIUTyaTallMd MH(POPMALMOHHOW CHCTEMBI WM TOCIE
MPUHSTHS pelieHnss 00 OKOHYaHUHM 00pabOTKH HH(OPMALIUH.

16.3. I1pu BHeaApEeHUN OPraHU3ALMOHHBIX MEP 3alUThl HH(OPMALIUN OCYIIECTBISIOTCS:

peanu3anus TpaBUJl pa3TpaHUUEHUs] TOCTYIA, PETJaMEHTHPYIOIIMX MpaBa JIOCTyMa CyObEeKTOB
JIOCTYTIa K 00bEeKTaM JIOCTYIa, U BBEJICHUE OTPAaHUYCHUIN Ha JEHCTBUS TOJI30BATENCH, a TaKKe
HAa W3MEHEHHE YCIOBHH JKCIUTyaTallud, COCTaBa M KOH(PUTYpallMd TEXHUYECKUX CPEICTB U
MIPOTrpaMMHOTO 00€CTICUCHHUST;



HpOBepKa IIOJJHOTBI MW JACTAJIBHOCTHU OIIMCAaHHus B OpFaHI/ISaLII/IOHHO-paCHOpHILI/ITCJIBHBIX
JOKYMEHTaxX II0 3ammre HWH(QOopManuM ACHCTBUN TMOJb30BaTelell HW  aIMUHUCTPATOPOB
UH(POPMALIMOHHON CUCTEMBI 0 PeaTH3alK OPraHU3aMOHHBIX MEp 3aLIUThI HH(OPMAIINH;

0TpabOTKa JEHCTBUI JOKHOCTHBIX JIMI] U IIOJPA3/AeIEHHUI, OTBETCTBEHHBIX 32 pealli3aluio Mep
3alUThl HH(OPMALIHH.

16.4. IlpenBapuTelnbHBIC WCHBITAHWS CHCTEMBl 3allUThl WHGOPMAIMU HHPOPMAIIMOHHON
cucrembl npoBogaTcs ¢ yderom ['OCT 34.603 «Mudopmanumonnas texHomorusi. Bupsi
UCIIbITaHUN aBTOMaTU3UpOBaHHBIX cuctem» (mainee — ['OCT 34.603) u BKIIIOYAIOT MPOBEPKY
paboTOCTIOCOOHOCTH CHCTEMBI 3aIIUTHl MH(POpPMAIMK WH(POPMALMOHHOM CHUCTEMBI, a TaKXe
INPUHITHE PELIECHUS O BO3MOKHOCTH ONBITHOM SKCIUTyaTal[MM CUCTEMBI 3allUThl HHGOpMaIUU
UH(POPMALIMOHHON CUCTEMBI.

16.5. OmnpITHAs JKCIUTyaTalMsl CHCTEMbl 3allUThl MHPOpManuu HWHOOPMAIMOHHON CHCTEMBI
npooautca ¢ yuerom ['OCT 34.603 u BKiIro4aeT MpoBepKy (YHKIMOHMPOBAHUS CHUCTEMBI
3auUThl HH(GOpPMAaLUK WH(OPMALIMOHHONW CHUCTEMBI, B TOM YHUCIIE PEAIM30BAHHBIX MEpP 3alUThI
uH(poOpMallMy, a TaKKe TOTOBHOCTb IIOJb30BaTelIed M aJMHUHUCTPATOPOB K SKCILIyaTal[uu
CUCTEMBI 3alUThl HHPOPMAIIUN HHPOPMAILIHOHHOM CUCTEMBI.

16.6. AHanu3 ysI3BUMOCTeH HMH(POPMAIMOHHON CHCTEMBI MNPOBOAMTCA B IENIAX OICHKHU
BO3MOXKHOCTH TPEOJIOJICHUS HAPYIIMTEIEM CHUCTEMBI 3alIMThl HH(pOpMammu UHPOPMAITUOHHON
CUCTEMBI U MPEAOTBPAICHUS peallu3allii yrpo3 6€30MacCHOCTH HHPOPMAIIUH.

Ananu3 ys3BUMOcTell MH(QOPMALMOHHOM CHUCTEMbl BKJIIOYAET aHAJIM3 YA3BUMOCTEH CpelCTB
3aIUThl THPOPMALIUH, TEXHUYECKUX CPEICTB M MPOrPaMMHOr0 obecrieueHusi HHPOPMAaIMOHHON
CUCTEMBI.

[Tpu ananuze ys3BUMOCTEH MH(POPMAIMOHHON CHUCTEMBI MPOBEPSIETCS] OTCYTCTBHE HM3BECTHBIX
YSI3BUMOCTEH CPEIACTB 3aluThl HMH(OpMAIMM, TEXHUYECKUX CPEICTB U MPOTrPaMMHOIO
o0OecrieyeHus, B TOM 4YHCIE C Y4eToM HHGMOpMalnuu, HMEIeHcs y pa3pabOTYMKOB U
HOJYYEHHOM M3 JPYrux OOILIeOCTYNHBIX UCTOYHUKOB, NMPABHJIBHOCTh YCTAHOBKU U HACTPOIKH
CPEICTB 3alIUThl HHPOPMAIIUHU, TEXHUUYECKUX CPEICTB U MPOrPAMMHOI0 OOECIeUeHus], a TaKkKe
KOPPEKTHOCTb pabOThI CPEJICTB 3AILUThHl HHPOPMALIMHU MPU UX B3aUMOJECHCTBUU C TEXHUYECKUMHU
CPEJICTBAMU M MPOTrPaMMHBIM 00ECIIEUEHUEM.

B cnywae BbIsIBIEHHA ~ yA3BUMOCTEH HMHQPOPMAIIMOHHOM  CUCTEMBI, MNPUBOIALIMX K
BO3HMKHOBEHUIO JONOJHUTENBHBIX yrpo3 0e30macHOCTH MH(POPMALUH, TPOBOJAUTCS YTOYHEHUE
MOJAENd yrpo3 0Oe30macHOCTH HWHGOpPMAIMM © TMPU  HEOOXOJUMOCTH TMPUHUMAIOTCS
JOTIOTHUTEIbHBIE MEPBI 3alIMThl MH()OpPMAIMK, HANpPaBIEHHBIE HA YCTPAHEHHE BBISBICHHBIX
y5I3BI/IMOCTeI\/'I WM HMCKIIIOYAIOMME BO3MOXKHOCTH HCIIOJIB30BAHUSA HAPYIIWUTCIIEM BBIABJIICHHBIX
ySA3BUMOCTEM.

16.7. IlpueMouHble HCIBITAHUS CUCTEMBI 3alIUTHl MHPOpPMAIMK HWH()OPMALMOHHOW CHUCTEMBbI
npoBojsaTest ¢ ydetoM ['OCT 34.603 u BKIIOYAIOT MPOBEPKY BBINOJIHEHUS TpeOOBaHUN K
CUCTeMe 3aluThl MH(OpMaluud HUHPOPMAIIMOHHOW CHCTEMBbI B COOTBETCTBHUHM C TE€XHHYECKUM
3aJjaHleM Ha co3/laHue MH(POPMAIMOHHON CUCTEMBI U (WJIM) TEXHUYECKHM 3a7aHueM (4acTHBIM
TEXHUYECKUM 3aJlaHHeM) Ha CO3/JaHHe CHCTEMbl 3alluThl HHGoOpManuu HHOOPMALMOHHON
CUCTEMBI.



ATtTecranus nHGOPMAIIMOHHON CUCTEMBI M BBOJI €€ B JIciiCTBHE

17. Arrecranuss HMH(OPMAIIMOHHONW CHCTEMBI OpTraHU3yeTcss obiaaareneM HHPOPMALUU
(3aKa3YMKOM) WJIM ONEpPAaTOPOM U BKJIIOYAET IPOBEICHHE KOMIUIEKCA OPTraHW3alMOHHBIX H
TEXHUYECKUX MEPONPUATHI  (aTTECTAlMOHHBIX WCHBITAHWIA), B  pE3yJlbTaTe KOTOPBIX
HOATBEPKAACTCA COOTBETCTBUE CHUCTEMBI 3aIIUTHl MH(GOPMALUH WHPOPMAIIMOHHOW CHCTEMBI
HactosmuM TpeGoBaHUAM.

17.1. B kayecTBe HCXOJHBIX JIaHHBIX, HEOOXOAMMBIX JUIsI aTTeCTallud HH(POPMAIMOHHOMN
CUCTEMBI, HUCIOJB3YIOTCS MOJENIh yrpo3 0e30macHOCTH HHQPOPMAIUK, aKT KiaccupHUKaruu
WH(POPMAITMOHHOW CHCTEMBI, TEXHHYECKOE 3a/IaHME Ha CO3JIaHhe WH(POPMAIIMOHHON CHUCTEMBI U
(W) TeXHUYEeCKOe 3aJaHue (YaCTHOE TEXHUYECKOE 3aJlaHH€) Ha CO3[aHUE CHUCTEMBI 3aIUThI
uHpopmanuu MHPOPMAIIMOHHON CHUCTEMBI, TPOCKTHAS M AKCIUTyaTalldOHHAs TOKYMEHTallus Ha
cucteMy  3ammThl  uHQOpMammu — WHQPOPMAIMOHHOH  CHUCTEMBI, OpraHU3aIMOHHO-
pacrnopsiAuTeIbHbIe JOKYMEHTHI MO 3amuTe WHGOpMaIuu, pe3yibTaThl aHAIM3a YA3BUMOCTEH
WH()OPMAIIMOHHON CHUCTEMBI, MaTepHaJbl MPEIBAPUTEIBHBIX M TPUEMOYHBIX HCIBITAHUN
CUCTeMbl 3alluThl WHbOpMauu HWHOOPMALMOHHOW CHCTEMBI, a TaKXe HWHBIE JTOKYMEHTHI,
pa3pabaThiBaeMbI€ B COOTBETCTBUH C HACTOAIIMMHU T peOOBaHUSIMU.

17.2. Arrecranusi nHGOPMAIIMOHHON CHUCTEMBI MPOBOAUTCS B COOTBETCTBUH C IPOTPAMMOU H
METOAMKAMU aTTEeCTALlMOHHBIX MCIBITAHUM 10 Hayana oOpa®oTku MH(pOpMaluH, MojAIeKalien
3anTe B ”HPOPMAMOHHOM cucteme. [l mpoBeaeHus arTecTanu HHPOPMALMOHHON CHCTEMBI
IPUMEHSIOTCS HallUOHAJIbHBIE CTAHAPThI, a TAKXKe METOJANYECKHE JOKYMEHTHI, pa3paboTaHHbIE
u yreepxkaeHHsie @CTOK Poccun B coorBeTrcTBUM ¢ MOANYHKTOM 4 nyHkTa 8 [lomoxenus o
DenepanbHOll Cily)k0e MO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBEPKAEHHOTO YKa3oM
[Tpesunenta Poccuiickoit @enepanuu ot 16 aprycra 2004 r. N 1085.

ITo pe3yiabTaTaM aTTCCTAUMOHHBIX HUCIIBITAaHHI O(bOpMJ'IfHOTCH IMPOTOKOJIbI ATTECTALIMOHHBIX
I/ICHBITaHI/II\/’I, 3aKJIIOYCHHUE O COOTBCTCTBUU HH(I)OpMaHHOHHOﬁ CHUCTCMBI Tpe6OBaHI/I${M O 3alIuTC
I/IHq)OpMaHI/II/I n arrecrar COOTBETCTBUA B cirydae TTOJIOXKHUTCIBHBIX PE3YIbTATOB
ATTCCTAaIMOHHBIX HUCIBITAaHUH.

17.3. Jlomyckaercs aTTecTanusi HMHPOPMAIIMOHHOM CHUCTEMBI Ha OCHOBE pPE3YJIbTaTOB
aTTECTAllMOHHBIX HCIBITAHUN BBIIEIEHHOTO HabOpa CEerMeHTOB HH(OPMAIIMOHHON CHCTEMBI,
peaIn3yIoNUX MOJHYI0 TEXHOJIOTHIO 00pabOTKH UH(DOPMAaLIUH.

B oatomM caywae pacnpocTpaHeHHe —arTecTaTa COOTBETCTBUS HA  JPYTM€  CErMEHTHI
WH(OPMAIIMOHHONW CHUCTEMBI OCYIIECTBISIETCS MPH YCIOBUHM HX COOTBETCTBHSI CETMEHTaM
WH()OPMAITMOHHOW CHCTEMBI, TPOIIEAIINM aTTeCTAIIMOHHBIE UCTIBITAHMSL.

CerMeHT cuuTaeTcsi COOTBETCTBYIOUIMM CETMEHTY MH(OPMAalMOHHOW CUCTEMbI, B OTHOILIEHUU
KOTOpPOro ObUIM TNPOBEAEHBI aTTECTAI[MOHHBIE HUCHBITAHUS, €CIU JUIsl YKa3aHHBIX CErMEHTOB
YCTAQHOBJICHBI OJIMHAKOBBIE KIJIACCHl 3alUIIEHHOCTH, YTrpo3bl 0€30MacHOCTH HH(pOpMAIHH,
pealn30BaHbl OJINHAKOBbIE MPOEKTHBIE pElIeHHs M0 MH(GOPMAIIMOHHONW CHCTEME U €€ CHCTEME
3alIUTHI UH(OPMAIIHH.

CooTBeTCTBHE CETMEHTA, Ha KOTOPBIM pPACIPOCTPAHSETCS aTTECTAaT COOTBETCTBUS, CETMEHTY
WH()OPMAITMOHHOW CHCTEMBI, B OTHOIICHHH KOTOPOTO OBLIM TIPOBEICHBI aTTECTAIIMOHHBIC
WCTIBITAHUS, TTOITBEPIKIAETCS B X0/I€ IPUEMOYHBIX UCTIBITAHHH HHPOPMAIIMOHHOW CHCTEMBI HITH
CEerMeHTOB MH(GOPMAITMOHHON CHCTEMBI.



B cermeHtrax wuH(MOpMAIMOHHONW CHCTEMBI, Ha KOTOpbIE pacCHpPOCTPAHSAETCS AaTTecTar
COOTBETCTBUS, ONEPATOPOM 00ECHEUNBACTCS COOJIOJEHHE SKCIUTYaTalldOHHOW TOKYyMEHTAluu
Ha cCHCTeMY 3almMThl HH(pOpMamuu HMHOOPMAIIMOHHONW CHUCTEMbI M OpraHU3alMOHHO-
pacropsaUTENbHBIX JOKYMEHTOB I10 3alUTe HHPOPMALIUH.

OcobeHHocTH aTTcCTallunu HH(i)OpMaHHOHHOfI CHCTCMbI Ha OCHOBC PE3YJIbTATOB
aTTCCTAalMOHHBIX HUCIIBITAaHUH BBIACIICHHOTO Ha60pa €C CCrMCHTOB, a4 TAKIKC YCJIOBHA U IMOPAJOK
pacriipoCTpaHCHUA aTTeCTara COOTBCTCTBHA Ha APYIrU€ CCIMCEHTBL PIH(bOpM&LIPIOHHOfI CHCTEMBI
ONpCAC/IAAIOTCA B HOporpaMmMe M MCTOAHMKAX ATTCCTALlMOHHBIX HCHBITaHHﬁ, 3aKJIFOYCHHUHU U
aTrTecTaTre COOTBETCTBUA.

17.4. TloBTOpHas aTTecTrauus HHOOPMALIMOHHON CUCTEMBI OCYIIECTBIIIETCS B CIy4yae OKOHYAHUS
CpoKa JEeHCTBUSI aTTecTaTa COOTBETCTBUSI WJIM TIOBBIIIEHHS KJacca 3alllUIEHHOCTH
nH(popMalMoHHON cucteMbl. [Ipu yBennueHuu cocraBa yrpo3 0€30mMacHOCTH MH(YOPMALUK WU
W3MEHEHUsI TMPOEKTHBIX PEIICHHM, peaJM30BaHHBIX MPU CO3JAHUM CHUCTEMBI 3alllUThl
uHpopMaliu MHGOPMAIIMOHHON CHUCTEMBI, TPOBOASTCS JIOMOJHUTEIbHBIE aTTeCTAllMOHHBIC
WCIIBITAaHUS B paMKax JCHCTBYIOIIETO aTTECTaTa COOTBETCTBHS.

17.5. BBox B paeiictBue WHGOPMAIMOHHON CHUCTEMBI OCYIIECTBISIETCS B COOTBETCTBUU C
3akoHOaTeNnbCTBOM Poccuiickoit @eneparyu 06 nHpopmannu, HHOOPMAITHOHHBIX TEXHOJIOTHIX
u o 3amute uHpopmanuu u ¢ yaetomM I'OCT 34.601 u npu Hanmu4yuu aTTecrara COOTBETCTBUS.

Oo0ecrieuenue 3alIUThI I/IH(bOpMaI_II/II/I B XO0€ 3KCITyaTallun aTTECTOBAHHOMU HH(I)OpMaHHOHHOfI
CHCTCMBI

18. OOecneuenue 3amuThl WHGOPMAIMM B  XOJI€ OKCIUTyaTalldd  aTTECTOBAHHOW
MH(OPMALIMOHHOM  CHCTEMbI  OCYILIECTBJISIETCSI ~ ONEpaTopoM B COOTBETCTBUU  C
HKCIUTYaTal[MOHHON JOKyMEHTallMell Ha CHUCTeMY 3alluThl MH(MOPMAlUM U OpPraHU3aLMOHHO-
pacnopsAUTENbHBIMA JOKYMEHTAMHU 110 3alUTe HH()OPMALIUK U B TOM YHCIIE BKIIIOYAET:

ynpasieHue (aAMHUHHCTPUPOBAHUE) CUCTEMOW 3alIUThl HHPOpMAUMK HHOOPMALMOHHOU
CUCTEMBI;

BBIABJICHUC MHIOUACHTOB U pCarupoBaHC Ha HUX;

yhnpaBieHHue KOHQUIypaluel aTrTecTOBaHHOW HWH(OPMALMOHHOW CHCTEMBI M €€ CHCTEMBbI
3alUThl MH()OpMAIIIH;

KOHTpOJb  (MOHHTOPHMHT) 3a OOecrleueHHeM ypOBHS  3alIUIICHHOCTH  HWH(OpPMAIHH,
cojiepxarieiicss B uHOOPMAIMOHHOW CHCTEME.

18.1. B xonme ympaBneHus (aAMHHUCTPHPOBAHHWS) CHUCTEMOH 3allUThl MHPOPMALUU
MH(OPMALIMOHHON CUCTEMBI OCYILIECTBISIOTCS:

3aBe/leHue M YyJaJeHHe YYETHBIX 3amMceld IoJIb30oBaTeseil, YIpaBlieHue MOJIHOMOYUSIMU
noJjb30Barened HHPOPMAIIMOHHONW CUCTEMBI U MOJIepKaHUe MPaBUII pa3rpaHUUYCHUs J0CTyNa B
MH(OPMaLIMOHHON CHCTEME;



yIpaBJIeHUE CPEICTBAMHU 3aIIUTHl MH(opMaruu B MHOOPMAIIMOHHONH CHUCTEME, B TOM YHUCIIE
napaMeTpamMu HacTPOMKH IPOrpaMMHOr0 oOecreueHus, BKIIouas MpOorpaMMHOE oOecrieueHune
CpCACTB 3alIUThI I/IH(bOpMaI_[I/II/I, YIIpaBJICHUC YUCTHBIMU 3aIIucsIMu HOJIBSOBaTeJIGfI,
BOCCTAHOBJICHHE Pa0OTOCIOCOOHOCTH CPEACTB 3alUThl MH(OpPMAIMM, TEHEpaluio, CMEHY U
BOCCTAHOBJIEHUE Maponeu;
YCTaHOBKAa OOHOBJIEHUH MPOTrPaMMHOI0 oOecreyeHus, BKIoYas MpOorpaMMHOE oOecredeHue
CPEACTB 3alIUThl MH(POPMALMHU, BBITYCKAEMBIX pa3paboTymKaMH (IIPOM3BOJUTEISIMU) CPEICTB
3alUThl HHGOPMAIIUU WK MO UX MOPYYCHHUIO;

LEHTPaIN30BaHHOE YIpaBJICHHE CHUCTEMOW 3alluThl WH(OpPMALUU WH(GOPMAMOHHON CHUCTEMBbI
(pu HEOOXOIUMOCTH);

perucrpanyss M aHanu3 COObITUH B WH(POPMAIMOHHOW CHCTEME, CBSI3aHHBIX C 3alIUTOM
nHpopmanuu (anee - COObITHS OE30IaCHOCTH);

uH(pOpPMHUpOBaHUE TIONb30BaTesnell 00 yrpo3ax Oe3omacHOCTH HH(OpManuu, O IpaBHUIIAX
9KCIUTyaTalldll CHCTEMBI 3aIlUThl HH(OpMAaUuM HHOOPMALMOHHONW CHCTEMBI M OTAEIBHBIX
CPEZCTB 3alIUTHI HH(OPMAIINH, a TAKKE UX 00yUEHHE;

COIIPOBOXKJCHWE (PYHKIMOHHWPOBAHHS CHUCTEMBI 3alIUThl WHGPOpPManuu HHOOPMAIIOHHON
CUCTEMBI B XOJI€ €€ IKCIITyaTaliH, BKIYasi KOPPEKTUPOBKY 3KCILUIyaTaAllMOHHOW JOKYMEHTalu!
Ha Hee M OPraHN3alMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IO 3alIUTe HHPOPMAIUH;

18.2. B xo/€ BBIIBJIEHUS! MHIIMICHTOB U pEarnpoBaHUsl Ha HUX OCYIIECTBIISIOTCS:
OIIPEJIEIICHUE JIUL], OTBETCTBEHHBIX 34 BBIABICHUE HHIUICHTOB U PEAarMpOBaHUE HA HUX;

oOHapyXeHHe U WICHTH(PHUKAIUS WHIUICHTOB, B TOM YHCJIE€ OTKAa30B B OOCIYKHBAaHUU, COOEB
(mepe3arpy3ok) B paboTe TEXHUYECKHUX CPEJCTB, MPOrPAMMHOTO OOECIEYCHHUS W CPEACTB
3aIUThl UH()OPMALINY, HAPYIICHUN TTPABIII pa3rpaHUYEeHUS JOCTYIA, HEPABOMEPHBIX JIeHCTBUN
1o c6opy nH(popMaluy, BHEAPEHUH BPETOHOCHBIX KOMIIBIOTEPHBIX ITPOrpaMM (BUPYCOB) U MHBIX
COOBITHIA, TPUBOAIINX K BOBHUKHOBEHUIO HHIIUICHTOB;

CBOCBPCMCHHOC I/IHCI)OpMI/IpOBaHI/Ie JIMIL], OTBCTCTBCHHBLIX 3a BbIABJICHUC HWHIUICHTOB U
pearupoBaHuc Ha HHUX, O BO3HUKHOBCHUU HWHIUIACHTOB B I/IH(i)OpMaIII/IOHHOI\/JI CUCTEMC
MOJIb30BATCIISIMU U aIMUHHUCTPATOPAMU;

aHaJIn3 HWHOUACHTOB, B TOM YHCIJIC OIPCACICHUEC HCTOYHHUKOB W IIPUYMH BO3HUKHOBCHHA
HHIUACHTOB, 4 TAKXKEC OLCHKA UX HOCJIC,I[CTBI/Iﬁ;

IJIAHUPOBAHUE U IIPUHATHE MEP MO YCTPAHCHUIO UHIIUACHTOB, B TOM YUCJIE 110 BOCCTAHOBJICHUIO
MH(OPMALIMOHHON CHCTEMBl U €€ CErMEHTOB B Cily4yae OTKa3za B OOCIY)KMBaHMM WIM TOCIE
cO0oeB, YCTpAaHEHMIO TOCJIEACTBUH  HApyIIEHWs  MpPaBUI  pasrpaHUYEHHUs]  JOCTYIa,
HENPaBOMEPHBIX AEHCTBUN MO cOopy MHGOpPMaIMU, BHEAPEHUS BPEIOHOCHBIX KOMITBIOTEPHBIX
nporpaMM (BUPYCOB) M HHBIX COOBITHH, NPUBOAAIIMX K BO3HUKHOBEHHIO HWHIIMJCHTOB;
IUITAHUPOBAHUE W IPUHATHE MEp 10 MPEJOTBPAILCHHUIO IOBTOPHOTO BO3HUKHOBEHMS
MHIUJCHTOB.

18.3. B xoxe ympaBieHuss KoH(UTypanued aTTeCTOBaHHOW WH(MOPMAIIMOHHOW CHCTEMBI H €€
CUCTEMBI 3alIUThl HHPOPMAITUH OCYIIECTBISIOTCS:



nojjep)kaHue KOHPUrypauun WHGHOPMAIIMOHHON CUCTEMBI M €€ CUCTEMBI 3alllUThl HHPOPMAaLuu
(CTPYKTYpBI CHCTEMBI 3alIUThl HMHGOPMAIMK HWHPOPMAIIMOHHON CHCTEMBI, COCTaBa, MECT
YCTAaHOBKM M TIApaMETPOB HACTPOMKH CpPEACTB 3allUThl HHPOPMALUHU, MPOTPAMMHOIO
o0ecrieueHNss U TEXHUYECKHX CPEICTB) B COOTBETCTBUH C SKCIUTYaTAallMOHHOM JTOKyMEHTalUeH
Ha CHUCTEMY 3alUThl WHpopManmu (moanepxanue 0a3oBoi KoH(UTrypauun MHOOPMAIOHHOM
CHCTEMBI U €€ CHCTEMBI 3alUThI HH(pOopManum);

OIIpeNIeJICHNE JIUI, KOTOPBIM pa3pelieHbl JCUCTBUS 10 BHECCHUIO W3MEHEHHH B 0a30BYIO
KOH(UTYpauio HHPOPMAITHOHHOW CUCTEMBI U €€ CUCTEMBI 3aIIUThI HH()OPMAIINH;

yIpaBleHUEe U3MEHEHHUSIME 0a30BOi KOH(UTYparuu WHPOPMAITMOHHON CHCTEMBI M €€ CHCTEMBI
3alUThl MH(OpPMALMK, B TOM YHUCJE OIpEe/eJIeHHEe TUIIOB BO3MOXKHBIX HM3MEHEHHH 0a30BOi
KoH(pUTrypanmuu WHPOPMAITMOHHON CHUCTEMBI M €€ CHUCTeMBbl 3alluThl WHGOpPMAIUH,
CaHKLIMOHHPOBAaHHUE BHECEHUs HU3MEHEHUN B 0a30Byl0 KoHpUrypanuioo HHGOPMAIMOHHON
CUCTEMBl U €€ CHCTEMBI 3aIlUThl WHGOPMAIUHU, JOKYMEHTHPOBAHUE ICHCTBUI MO BHECCHHIO
U3MEHEHUH B 0a30ByI0 KOHOGUTYpalui0 HH()OPMALMOHHOW CHUCTEMBbl M €€ CHCTEMbI 3alllUThI
uH(pOpMaIINK, COXpaHCHHE JAHHBIX 00 M3MEHEHUsX 0a30BOM KOHGUTYpauu UHHOPMAITMOHHON
CUCTEMBI U €€ CUCTEMBbI 3aIIUTHl HH(OPMALIMU, KOHTPOJb JEHCTBUI 110 BHECEHUIO U3MEHEHH B
0a30ByI0 KOH(pHUTYpaIuio HHHOPMAITMOHHON CHCTEMbI U €€ CHCTEMBI 3aIUTH HHPOPMAIIWH;

aHaJM3 MOTEHIHAIBLHOIO BO3JCHCTBUS IUIAHUPYEMBIX HW3MEHEHU# B 0a30BOM KOH(HIYypaIuu
MH()OPMAIIMOHHOM CHCTEMBl W €€ CUCTEMBI 3alIUThl MH(POpMaNUM HAa OOECIICUCHHE 3alUTHI
uH(pOpMaIMK, BO3HUKHOBEHHE JIOMOJHHUTEIBHBIX Yyrpo3 0e30macHOCTH HHMOpPMALUK |
paboToCcIocoOHOCTh MH(DOPMAITMOHHON CUCTEMBI;

OmpeJieJICHuEe IMapaMeTPOB HACTPOMKH IMPOTPAMMHOIO OOECHEUYEHUs, BKJIOYas MPOrPAMMHOE
o0ecrneueHre CpeICTB 3alUThl HHPOPMAIIHH, COCTaBa U KOHPUTYpALIUU TEXHUYECKUX CPEICTB U
MpPOrpaMMHOTO  OOECIeYeHUs 10 BHECEHHS W3MEHEHHW B 0a30Byl0 KOH(HUTYpaIuio
MH(OPMAIIMOHHON CUCTEMBI M €€ CUCTEMBI 3alIUThl HHGOPMAIUH;

BHECEHHE MH(pOpMalUU (JaHHBIX) 00 U3MEHEHHUAX B 0a30BOI KOHPUrypauuu HHGOpMaIMOHHON
CHCTEMBI W €€ CHCTEMBbI 3aIluThl WHGOPMAIHMK B SKCIUTYaTallMOHHYIO JIOKYMEHTAIMI0 Ha
CHCTEMY 3alIUThl HH(OpMAIIMY HHPOPMALIMOHHON CUCTEMBI;

NPUHITHE PELIeHMs] MO pe3yibTaTaM YIpaBlIEHUsS KOHQUTypalued O MOBTOPHOM aTrTecTaluu
UH(POPMALIMOHHOM CUCTEMBI WM MTPOBEACHUH JIOTIOJIHUTENIBHBIX aTTECTAl[MOHHBIX HCIIBITAHUH.

18.4. B xone KOHTpOJIs (MOHUTOPUHTA) 32 00ECIIeYeHHEM YPOBHSI 3aIMIIEHHOCTH WH(OpMaIInH,
cojiepxarnieiicss B uH(QOPMaIMOHHON CHCTEME, OCYIIECTBIISIFOTCS:

KOHTPOJIb 3a COOBITHSIMM 0O€30MacHOCTH M JIEHCTBUSIMHU TOJb30BaTeled B MHGOPMAIMOHHON
CHCTEME;

KOHTPOJIb (aHAJIN3) 3alMIIEHHOCTH UH(OpMAaIINH, CoJiepsKalieiicss B UHPOPMaIIMOHHOM CHUCTEME;
aHAIN3 W OlLEHKa (QYHKIMOHUPOBAHUS CHCTEMbI 3alIUThl HH(pOpManMu HHPOPMAIMOHHON
CHCTEMBI, BKJIOYas BBIABICHHE, aHAJIU3 W YCTPaHEHUE HEIOCTAaTKOB B (DYHKIIMOHMPOBAHUHU
CUCTEMBI 3alUThl HHPOpMAUU HHPOPMAITMOHHON CUCTEMBI;

NepUOANYECKUN aHalM3 M3MEHEHUs yrpo3 0e3omacHOCTH MHGopManuu B HHPOPMAIMOHHOMN
cHCTEeME, BO3HUKAIOUIMX B XOJI€ €€ HKCIUIyaTalliH, U MPUHATHE Mep 3aIlUThl MHPOpPMALUU B
ClIy4ae BOBHUKHOBEHHUS HOBBIX YIpo3 0€301MacHOCTH HH(OPMALINK;



JOKYMEHTHPOBAaHUE TMPOLEAYp U pe3yJbTaToB KOHTPOJS (MOHHUTOpPHHIra) 3a oOecleyeHHEeM
YPOBHSI 3aLUILEHHOCTH HH(OPMALIMHU, COAEPIKaIIEeNCs B MH(POPMAIIMOHHOI CHCTEME;

INPUHIATHE PEHICHHUsS IO pe3yjabTaTaM KOHTpPOJd (MOHUTOPHHIA) 3a OOECIeueHUEM YpPOBHS
3alUIIEHHOCTH MH(POpPMAMK O 10paboTKe (MOJCpHU3AIMH) CHUCTEMbI 3aIIUThl MH(OpMAIUH
WH(OPMALIMOHHONW CHCTEMbI, IOBTOPHOM arTecTalud WH(GOPMALMOHHONW CHCTEMbI WIIU
MIPOBEICHUU JIOMOJIHUTENbHBIX aTTECTAlIMOHHBIX UCTIBITAHUH.

Oobecnieyenue 3amuThl HTHOOPMALIUY ITPU BBIBOJIE U3 IKCILTyaTaIl[H ATTECTOBAaHHON
UH(POPMALIMOHHON CUCTEMBI WJIH MOCIIE IPUHATHUS PEIIeHUs 00 OKOHYaHHH 00pabOTKU
uHdopmaruu

19. OGecneuenue 3amuThl HHQOPMAIMK TPU BBIBOAEC U3 OSKCIUIyaTallUd AaTTECTOBAHHOMN
WH(OPMAIIMOHHONW CHCTEMbl WJIM TIIOCJI€ WPHHATHUS pPEIICHUS 00 OKOHYAaHWU OOpabOTKU
UHPOPMALIUK  OCYIIECTBIISICTCS  ONEPaTOpoM B COOTBETCTBHUM C  AKCIUTyaTallMOHHOU
JOKyMEHTaIllMell Ha CcHUCTeMy 3ammThl WHpOpManmuu HWHPOPMAIIMOHHON CHUCTEMBI U
OPraHU3aIMOHHO-PACTIOPSAUTEIBHBIMA TOKYMEHTaMH TI0 3alUTe WH(OPMAIIMA U B TOM YHUCIIE
BKJTIOYAET:

apXMBUPOBAHUE UHpOpPMaLIUH, coaepxKanieics B UH(POPMALMOHHOM CHCTEME;
VHHUYTOXXKCHUE (CTUpAaHHWE) MTAaHHBIX M OCTATOYHOW HWH(POPMAIMU C MAIIWHHBIX HOCHUTEIICH
uH(pOopMalnu U (UIM) YHUUTOKEHHE MAIIMHHBIX HOCUTENeH nH(OpMAaIIHH.

19.1. ApxuBupoBanue WH(MOPMALNHU, COACpKaIIelcs B WH()OPMANMOHHOW CUCTEME, IOKHO
OCYIIECTBIISATECS TIPpU  HEOOXOJUMOCTH JalbHEHIIEr0 HWCIOJNb30BaHUS HHGOpPMAlUA B
JeSITEIBHOCTH OIepaTopa.

19.2. VHuuToXeHue (CTUpaHue) JaHHBIX U OCTaTOYHOW MH(OpMalMM ¢ MAIIMHHBIX HOCUTENEH
UHPOpPMALlUM  TPOU3BOAMUTCA TMPU HEOOXOAMMOCTH Tepeladyd MAIIMHHOTO  HOCHUTENs
uH(pOpMallMK JIpyrOMYy I[OJIb30BATEI0 HMH(DOPMALIMOHHOW CHCTEMbl MJIM B CTOpPOHHHE
OpraHu3aliy Uil PEMOHTA, TEXHUYECKOT0 00CITYKUBAHHSI UM JabHEHIIIETr0 YHUYTOXKEHUS.

[Ipu BbIBOJE M3 OHKCIUIyaTallMM MAIIMHHBIX HOCUTEeNed HuHGpOpMaluu, Ha KOTOPBIX
OCYIIECTBIISUINCh XpaHeHHEe U 00paboTka uHQOpManMu, OCYIIECTBIsAETCS (U3HUECKOoe
YHUYTOKEHUE 3TUX MAIIMHHBIX HOCUTENEeH HHPOpPMaLUH.

II1. TpeboBanus k Mepam 3alIUTHl UHPOPMALIMU, CoJiepKalieiics B HHYOPMALIMOHHON cCUCTEME

20. OpraHu3alMOHHBIE W TEXHUYECKHE MEpbhl 3allluThl WH(POPMALUH, peaju3yeMbie B
HH(l)OpMaHHOHHOﬁ CHUCTCMC B paMKaX €€ CHUCTCMBI 3alllUThI I/IH(I)OpMaHI/H/I, B 3aBUCUMOCTH OT
yrpo3 0Oe30macHOCTH WHGOPMAIIMK, UCIOJIB3YeMbIX HH(DOPMAIMOHHBIX TEXHOJOTHHA U
CTPYKTYPHO-(QYHKIIMOHATBHBIX ~ XapaKTEPUCTUK  WH(OOPMAIIMOHHOW  CHCTEMBI  JIOJDKHBI
00ecreynBaTh:

I/IIleHTI/I(I)I/IKaI_[I/IIO n aYTeHTI/I(I)I/IKaI_II/IIO Cy'6’bCI(TOB A0CTYyIIa U 00BEKTOB AOCTYIIA,



yIpaBJIeHUE JOCTYIOM CyOBEKTOB JOCTYINa K 00bEKTaM JI0CTYIIa;
OTpaHUYEHHUE MIPOTPAMMHOMN CPEJIbI;

3alIUTY MAalIMHHBIX HOCUTEJIeH nH(pOpMAaLnu;

perucTpanuio coobITui 6€30MaCHOCTH;

AHTUBUPYCHYIO 3aIlIUTY;

oOHapykeHHe (MPeOTBPAILICHHUE) BTOPKCHHUH;

KOHTPOJIb (QaHAJIN3) 3aIUIICHHOCTH HH(pOpManmu;

[EJIOCTHOCTh MH(POPMALMOHHONW CUCTEMBI U HH(OpMAIH;
JIOCTYITHOCTh UH(OpMaIuu;

3aIUTY CPebl BUPTYyaTU3alllu;

3alUTy TEXHUYECKUX CPE/ICTB;

3auUTy HHGOPMAIITMOHHON CHCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U MEpeJadyn JaHHBIX.

CocraB Mep 3aiIuThl MHPOpPMAIMM M WX 0a30Bble HAOOPHI JUIS COOTBETCTBYIOIIMX KIJIACCOB
3AIUIICHHOCTH MH(MOPMALMOHHBIX CHCTEM IPHBEACHBI B MPHIOKEHHH N 2 K HACTOSIIMM
TpeboBaHmsIM.

20.1. Mepsl 110 uaeHTU(UKAIMY U AyTEHTUPUKAIMN CYOBEKTOB JI0CTYNa U 0OBEKTOB JOCTyNa
JIOJDKHBI 00ecreunBaTh MPUCBOECHUE CyOBEKTaM M O00BEKTaM JIOCTYyINa YHUKAIBHOTO MpPHU3HAKa
(unentudukaropa), CpaBHEHHE TMpPEABABIAEMOro  CyObeKTOM  (0OBEKTOM)  JocTyna
UJCHTUPHUKATOPA C TEepeYyHeM IPUCBOEHHBIX HJIEHTHU()UKATOPOB, a TakkKe MPOBEPKY
NPUHAJJIEKHOCTH CYOBEKTY (0OBEKTY) JOCTyNna TMpEeAbsSBICHHOTO UM HISHTH(QHUKATOpa
(moaTBepkKACHNUE MOATUHHOCTH).

20.2. Mepbl MO YHpPaBICHUIO JOCTYNOM CYOBEKTOB JOCTYyNa K OOBEKTaM JOCTYIa JOJIKHBI
o0OecrieunBaTh yIpaBi€HHE MpaBaMU M NPUBWIETUSIMH CYOBEKTOB JOCTYIA, pa3rpaHUYCHHE
JIOCTyMa CyOBEKTOB JIOCTYNA K 0OBEKTaM JIOCTyNa Ha OCHOBE COBOKYMHOCTH YCTAHOBIJIEHHBIX B
MH(OPMALlMOHHON CHCTEME IPAaBUJI pa3TpaHUYEHUs AOCTYIA, a TaKKe 00ecreunBaTb KOHTPOJIb
COOJIIOJICHHSI 3THX MPABUIL

20.3. Mepsbl 110 OTpaHUYEHHUIO MTPOTPAMMHOM Cpeibl JOJIKHBI 00eCeunBaTh YCTAHOBKY U (MJIHN)
3aIlyCK TOJIBKO Pa3pelIeHHOro K MCIOJIb30BaHUIO B MH()OPMALIMOHHON CUCTEME MPOTrPaMMHOTO
o0OecrieyeHrs WJIM HCKIIIOYaTh BO3MOXKHOCTh YCTAaHOBKM M (MJIM) 3allyCKa 3alpenieHHOro K
UCIIOJIb30BaHUIO B MH(OPMAIIMOHHON cHCTEMe MTPOrpaMMHOT0 0OecrieueHusl.

20.4. Mepsl 110 3alIMTe MALIMHHBIX HOCUTEIeH MHpOpManuu (CpeacTBa 00paboTKU (XpaHEeHHUs)
uH(pOpMalii, CbeMHbIE MAaIlIMHHbIE HOCUTENN WH(OPMaIIMN) JOJKHBI HCKJII0UaTh BO3MOKHOCTh
HECaHKLMOHMPOBAHHOI'O JOCTYNa K MAaIIMHHBIM HOCHUTEISIM M XpaHALIEHCS Ha HUX
uH(pOpMalnK, a TaK)Ke HECAHKIIMOHUPOBAHHOE HCII0JIb30BAaHUE ChEMHBIX MAIIMHHBIX HOCUTENEH
uHpOpMaLUH.



20.5. Mepsl IO pETUCTpAIlUU COOBITHI 0OE30MacCHOCTH JOJKHBI OOecrednBaTh COOp, 3aIuCh,
XpaHEHHE W 3alUTy WHPOpMaUu O COOBITHIX 0e30macHOCTH B MH(POPMAITMOHHOW CHUCTEME, a
Tak)Ke BO3MOKHOCTH IIPOCMOTpPA M aHaIn3a WH(HOPMAIIUU O TAKKX COOBITHSIX U pearnpoBaHue Ha
HUX.

20.6. Meppl 10 aHTUBUPYCHOM 3alUTe JIODKHBI OOecredrBaTh OOHApY)XCHHE B
UHPOPMALIMOHHOM  CHUCTEME KOMIIBIOTEPHBIX HIporpaMM JHOO HWHOW  KOMIBIOTEPHOMH
uH(poOpMalny, MpeIHa3HaYeHHON [JIsl HECAaHKIMOHUPOBAHHOTO YHUYTOXKEHHsI, OJIOKUpOBaHUS,
MOIU(UKAIMHA, KONMPOBAHUS KOMIIBIOTEPHOH HWH(POPMALMU WM HEUTpalu3aluu CpPEeACTB
3aiuThl HHGOPMAIUK, a TAKXKE pearipoBaHUE Ha OOHAPYKEHUE ITUX MPOTrpaMM U HHGOpPMaLIUU.

20.7. Mepsl 1o OOHapyXeHUIO (MPETOTBPAIICHUIO) BTOPXKEHHH JODKHBI 0O0ECIeYrBaTh
oOHapyXeHHe NCHCTBH B WH(MOPMAIMOHHON CHCTEME, HAIMPaBJIICHHBIX Ha IMpeIHAMEPECHHBIN
HECAaHKIMOHMPOBAHHBIA  JOCTY K  uHbOpManuu, CleludaidbHble  BO3ACUCTBUA  Ha
WH(MOPMALMOHHYIO cHUCTeMy W (W) MHDOpPMAIMIO B WENSIX €€ JOOBIBAHUS, YHHUYTOKEHUS,
UCKaXEHUS 1 OJOKMPOBAHMSI TOCTyNa K HHPOPMAINH, a TAKXKE pearupoBaHKe Ha AT JCHCTBUS.

20.8. Mepbl 110 KOHTPOJIIO (aHAIHM3Y) 3AIUIICHHOCTH WH(POPMAIUHM JIOJDKHBI 00CCIICYUBATH
KOHTPOJIb YPOBHSI 3alUINEHHOCTH WH(POPMAIIMHU, COACPKAIICHCS B MH()OPMAIIMOHHON CHCTEME,
MyTeM TMPOBEICHUS MEPONPHUSITHNA IO aHAIU3Y 3alIUIIEHHOCTH WH(OPMAIMOHHOW CUCTEMBI U
TECTUPOBAHUIO €€ CUCTEMbI 3alIUThI HH()OPMAIIHH.

20.9. Mepbl 1o 00€Clne4YeHHI0 ILEeJOCTHOCTH HHGOPMALMOHHOM CHCTeMbl M HH(pOpPMaLUU
JOJDKHBI  o0ecrieunBaTh  OOHapykeHHe  (DaKTOB  HECAHKIIMOHHMPOBAHHOTO  HApYyIICHUS
LIEJIOCTHOCTH HH(OPMAIIMOHHOM CUCTEMBI M cojepxalleiics B Hel uH(pOpMalMM, a TaKKe
BO3MOXXHOCTh BOCCTAHOBJICHUS HMH(OPMAIMOHHOW CHCTEMBI U COAEp)KalielWcs B Hel
uHpopmanuu.

20.10. Mepbl mo oOecreyeHHIO JOCTYMHOCTH HMH(OpManuu JOJKHBI — oOecreynBaTh
AaBTOPU30BAaHHBIN TOCTYI MOJIb30BaTENEH, UMEIOIIUX MpaBa Mo TaKOMY JO0CTYIlY, K HH(pOpMaIuu,
cojepxalieiics B HMH()OpPMAIMOHHOW cHUCTEMe, B IUTATHOM peXUMe (YHKIMOHUPOBAHUS
MH(OPMALIMOHHON CUCTEMBI.

20.11. Mepsl no 3ammre Cpeapl BUPTyaIU3aluu JOJDKHBI MCKIIFOYAaTh HECAHKIIMOHUPOBAHHBIN
J0CTyN K MHpopManuu, o0padaTbiBaeMoil B BUPTYyaJIbHOM MHPPACTPYKType, U K KOMIOHEHTaM
BUPTYaJIbHONH MH(PACTPYKTYpHI, a TaKkKe BO3JeicTBUE Ha MHPOPMALIMIO U KOMIIOHEHTHI, B TOM
YyHuCclie K CpeICTBaM YIPABIEHUS BHUPTYaJbHOM HHQPPACTPYKTYpPOH, MOHUTOPY BHUPTYaJIbHBIX
MalluH (TUIEPBU30PY), CUCTEME XpAaHEHHUs MAaHHBIX (BKJIIOYas CHUCTEMY XpaHEHHs 00pa3oB
BUPTYalIbHONU MH(PACTPYKTYpPbl), CETU MEpeladl JaHHBIX Yepe3 AJIEMEHThl BUPTYaJbHOW WU
¢du3nueckoil HHPPACTPYKTYphl, TOCTEBBIM ONEPALMOHHBIM CHCTEMaM, BUPTYaJbHBIM MAalllHAM
(koHTeliHEepaM), CUCTEME U CeTH PEIUIMKAallMK, TEpPMUHAIBHBIM U BUPTYaIbHBIM YCTPOHCTBAM, a
TaK)K€ CUCTEME PE3EPBHOIO KOIIMPOBAHUS U CO3/1aBAEMBIM €10 KOTIHSM.

20.12. Mepsbl N0 3alUTE TEXHUYECKUX CPEACTB JOJDKHBI MCKIIIOYATh HECAHKLIMOHMPOBAHHBIN
JOCTyl K CTallMOHapHBIM TEXHUYECKUM CpelCcTBaM, o00pabaThIBalOIIUM HH(GOpPMAIHIO,
cpeAcTBaM, obecreynBarOmUM (YHKIMOHUPOBaHHE HMH(OPMAIIMOHHON CHCTeMBbl (Hanee —
cpenctBa oOecriedeHUs] (YHKIMOHUPOBAHUSA), U B TMOMEIIEHUS, B KOTOPHIX OHU IMOCTOSHHO
pacmojIOkKeHBbl, 3alIUTYy TEXHUYECKHX CPEJICTB OT BHEIIHMX BO3JEHCTBHUI, a TAaKXKe 3allUTy
uH(pOpMalliK, MPEICTaBICHHON B BUAE HWHPOPMATHUBHBIX JJIEKTPUYECKUX CHUTHAJIOB U
¢du3nueckux mosuei.



20.13. Mepsl no 3ammre HHGOPMAITMOHHON CHCTEMBI, €€ CPENICTB, CHCTEM CBS3M U Ieperadu
JAHHBIX JOJKHBI OOECIeUrBaTh 3aUIUTY UHQOPMAIMK MIPU B3aUMOJEHCTBIHN WH(OPMALIMOHHON
CUCTEMBl WJIH €€ OTACIbHBIX CEerMEHTOB C WHBIMH HH()DOPMAIMOHHBIMH CHCTEMaMU U
MH(OPMALIMOHHO-TEIIEKOMM YHUKAIIMOHHBIMH CETSIMU TOCPEICTBOM NPUMEHEHHS] apXUTEKTYpPbI
WH(OPMAIIMOHHONW CHUCTEMBI, MPOEKTHBIX PEIICHWH MO €€ CUCTeME 3alluThl WH(POpPMAIUH,
HAIpPAaBJIEHHBIX Ha oOecreyeHune 3aluThl HHPOPMAaIIUH.

21. Bwibop mep 3amuthl “HGOpPMALMU AL MX peanu3alud B WHGOPMAIMOHHOW CHCTEME B
paMKax ee CUCTEMBbI 3alIUThl HHPOPMAITUHN BKIIOYACT:

ompenenenue 0azoBoro Habopa Mep 3amuThl WHGOpPMANMK A YCTAHOBJIEHHOTO Kiacca
3alIMIIEHHOCTH HH(OPMAllMOHHON CHCTEMBl B COOTBETCTBUM C 0a30BbIMH HabopamMu Mep
3anUThl MHQOpPMAIMH, TPUBEACHHBIMU B TpuiiockeHUH N 2 Kk HactosmuM TpeboBaHusIM;

ajanTanuio 0a30BOro Habopa Mep 3aIuThl WHGOPMAIMH MPUMEHUTEIBHO K CTPYKTYPHO-
(GYHKIIMOHATBHBIM ~ XapaKTEPUCTUKaM  HMH(DOPMANMOHHOW  CHCTEMBI, HH(POPMAIIHOHHBIM
TEXHOJIOTUSIM, OCOOCHHOCTSIM (DYHKIIMOHHPOBAHUS WH(POPMAIIMOHHON CHUCTEMBI (B TOM YHUCIIE
IpeIyCMaTPUBAIOIIYIO HCKIIIOYeHHEe W3 0a30BOro Habopa Mep 3amMThl WHGOpMAIHMU Mep,
HETOCPEJCTBEHHO CBSI3aHHBIX C MH()OPMAIMOHHBIMU TEXHOJIOTHUSMH, HE HCIIOJIb3YEMBIMH B
WH(OPMAIIMOHHONW CHUCTEME, WM CTPYKTYpHO-(PYHKIIMOHAIBHBIMU XapaKTEPUCTUKAMH, HE
CBOWCTBEHHBIMH UHPOPMAIIMOHHOM CHCTEME);
YTOYHCHHE aJallTHPOBAHHOTO 0a30BOro Habopa Mep 3amuThl WHPOPMAIMU C YYETOM HE
BBIOPAHHBIX paHee Mep 3aIIUThl HHOOPMAIMH, PUBEICHHBIX B MPHIOKEHUHA N 2 K HACTOSIIUM
TpeOoBanmsiM, B  pe3ylbTaTe Yero ONPENSISIFOTCS  MEphl  3alUThl  WH(GOpPMAIUH,
oOecnieunBaromue OIOKMpOBaHUE (HEHTpanu3aluio) BceX yrpo3 0e30macHOCTH WHGpOpMaluy,
BKJIFOUEHHBIX B MOJIEJIb YTP0o3 0€301MacHOCTH HH(OPMAIIUH;

JIONIOJIHEHUE YTOYHEHHOTO aJalTHPOBAHHOrO 0a30BOro Habopa Mep 3alMThl HWH(pOpMAIUU
MepaMH, O00eCNeurBaIOLUIMMU  BBIMOJIHEHHE TpeOoBaHMH O  3amuTe  HMHGpOpPMAIHH,
YCTAaHOBJIEHHBIMM HWHBIMM HOPMAaTUBHBIMHU IIPABOBBIMH aKTaMH B  00JIaCTH  3alUThHI
uHpOpMalKK, B TOM YHCIIe B 00JaCTH 3aIIUThl NEPCOHATBHBIX JAHHBIX.

Jns BeIOOpa Mep 3amuThl MHGOPMAIMM A COOTBETCTBYIOILETO KJlacca 3allMIIEHHOCTH
MH(OPMALIMOHHON CUCTEMBl MPUMEHSIIOTCS METOJUYECKHE JOKYMEHTBHI, pa3pabOTaHHbIE H
yrBepxkacHHble PCTOK Poccun B coorBerctBuM ¢ nmoanyHkToM 4 myHkra 8 IlomoskeHus o
®enepalibHON CiIyk0€ MO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO, YTBEPKICHHOIO YKa3oM
ITpesunenrta Poccuiickoit @enepanuu ot 16 asrycra 2004 r. N 1085.

22. B uH(pOpMalMOHHON CUCTEME COOTBETCTBYIOLIETO Kjacca 3alllMIIEHHOCTH B paMKax ee
CHCTEMBI 3alllUThl MH(OpPMAIMM JOJDKHBI OBITh PEaTM30BaHBI Mephl 3aIIUTHl MH(OpPMAIHH,
BbIOpaHHbIE B COOTBETCTBMM ¢ NyHKTOM 21 Hacrosmmx TpeGoBaHuii u obecreyuBaroniye
OoKMpoBaHKE (HEHTpANIN3alMI0) BCEX YTpo3 0€30MacHOCTH UH(OPMAIIHH.

[Ipuy sToM B UHPOPMALMOHHOM CHCTEME JOJKEH ObITh, KaK MHHHMYM, pEaIH30BaH
aJanTUpPOBaHHbIM  0a30BbId  HAOOp Mep 3allUThl  MHPOPMAIMH, COOTBETCTBYIOLIUI
YCTAHOBJICHHOMY KJIacCy 3alllUIIEHHOCTH HH(OPMAIIMOHHON CUCTEMBI.

23. Ilpu HEBO3MOXXHOCTH peanu3anui B WH(OOPMAIIMOHHOW CHCTEME B paMKaX €€ CHCTEeMBI
3aMUTH HTHPOPMAIHK OTAECNBHBIX BEHIOPAHHBIX MEp 3aIIUTHl HH(GOPMAIIMU HA dTAMax ajganTaiuu
06azoBoro Habopa Mep 3amuThl MHGOPMAIMM WIM YTOYHEHHUS aJalnTHPOBAHHOTO 0a30BOTO
Habopa Mep 3amuThl WHGOPMAIMU MOTYT pa3padaThIiBaThCs MHBbIE (KOMIICHCHPYIOIINE) MEpPbI



3amuThl HHGOPMALIUK, 00ECTIEYNBAIONINE aIeKBAaTHOE OJOKHpOBaHUE (HEHUTpAIU3alUI0) yrpo3
06e30macHOCTH HH(POPMAIIHH.

B sTOM ciydae B xo1e pa3paOOTKH CHCTEMBI 3aIlUThl HH(OpMauK HHHOPMALTMOHHON CHCTEMBI
JOJDKHO OBITh TMPOBEACHO OOOCHOBAaHME NPUMEHEHHS KOMIICHCHUPYIOIIUX MEp 3aIlUThI
uH(pOpMaNK, a IPU ATTECTALMOHHBIX HCIBITAHUAX OICHEHA IOCTaTOYHOCTh M aJeKBaTHOCTh
JAHHBIX KOMIICHCHUPYIOUIMX Mep Jjsl OJIOKMpoBaHUs (HEHTpanu3amuu) yrpo3 0e30macHOCTH
uHpopmanuu.

24. Mepsl 3anuThl HHGOPMAIIMK BEIOMPAIOTCS U PEATU3YIOTCS B HHGOPMAIIMOHHOW CHCTEME B
paMKax ee€ CHCTeMbl 3allUThl WHGOPMAIMKU C YYETOM YIrpo3 Oe30MacHOCTH WH(MOpMAINH
MPUMEHUTEILHO KO BCeM OOBEKTaM M CyOBEeKTaM JIOCTylma Ha amnmapaTHOM, CHUCTEMHOM,
NPUKIATHOM M CETEBOM YpPOBHSIX, B TOM 4YHCJIE B CpeAe BUPTyalu3allMd U O0O0JIAYHBIX
BBIYMCIICHHH.

25. BolOpaHHbIE U peau30BaHHbIE B NH()OPMALIMOHHON CHUCTEME B paMKaX €€ CUCTEMbI 3alUThl
uH(pOpPMaIIUK MEPHI 3aIIUTH HHPOPMAIIHH JOJKHBI 00ECIIeUBATh:

B MH(OpPMAIMOHHBIX cUCTeMax | Kiacca 3alUIIEHHOCTH — HeHTpamu3auuio (OJIOKHMpOBaHHE)
yrpo3 0Oe3omacHOCTH WHGOpPMAIMK, CBA3aHHBIX C JCWCTBUSMH HApPYIIUTENIS C BBICOKUM
HOTEHIIAJIOM;

B MH(GOPMAIMOHHBIX CHUCTEMax 2 Kjacca 3allMIIEeHHOCTH — HeHTpanmu3anuio (O6JIO0KHpOBaHUE)
yrpo3 0e3omnacHocTH MH(OpPMALUK, CBA3aHHBIX C JEHCTBUSAMHU HAPYIIUTES C NOTCHIUAIOM HE
HIDKE CPEHETO;

B HMH()OPMAIMOHHBIX CHUCTeMax 3 W 4 KJIAacCOB 3alIUIIEHHOCTH — HEHTpaIH3aIHIo
(6;moxupoBaHue) yrpo3 06€30MacHOCTH MH(OPMAIUK, CBSI3aHHBIX C JACHCTBUSAMH HapyLIUTENS C
HU3KUM IIOTCHIIKAJIOM.

[ToTeHnnan HapylmIMTENs OMpPENENsIeTCs B XOJ€ OLEHKH €ro BO3MOXHOCTEH, MPOBOAMMOMN MPHU
OTpeieJICHUN yrpo3 6e30macHOCTH HH(POPMAIIUK B COOTBETCTBUHU C TYHKTOM 14.3 HacToAmux

TpeGoBaHwMiA.

OneparopoM MOXKET OBITh MPUHATO pEIIeHHE O MPUMEHEHHUH B HH(POPMAIIMOHHON cucTteMe
COOTBETCTBYIOIIIETO KJlacca 3allUIIEHHOCTH Mep 3alluThl HH(pOpMAIHH, 00eCIeUnBaAIOIINX
3alIUTy OT yrpo3 0e30MacHOCTH MHGPOPMAIUH, peaTu3yeMbIX HApyIIUTENeM ¢ 0ojiee BBICOKUM

IIOTCHIIMAJIOM.

26. TexHuyeckue Mephbl 3alIUThI HHPOPMAIUK PEeaTU3yIOTCs IOCPEICTBOM IPUMEHEHHUS CPENICTB
3alIUThl UH(OPMAIMH, UMEIOLNX HEOOX0IUMbIe (PYHKIIUN 0€30MaCHOCTH.

B sTtom ciydae B mH(bOpMAITMOHHBIX cUcTeMax | 1 2 Kiacca 3alMIIEHHOCTH TPUMEHSIOTCS:
CpEICTBA BBIUMCIMTEILHON TEXHUKU HE HIKE 5 Kilacca;
CHUCTEMBI OOHAPYKEHUSI BTOPKEHUHW U CPEJICTBA aHTUBUPYCHOM 3alTUTHI HE HIDKE 4 Kj1acca;

MCKCCTCBLIC SKPAHbI HC HUXKC 3 knacca B cIy4dac B3aHMMOJCHCTBUS HH(bOpMaHHOHHOﬁ CHUCTCMBI
C

I/IH(1)OpMaHI/IOHHO-TeJ'IeKOMMyHI/IKaHI/IOHHBIMI/I CCTAMHU MCXKIAYHAPOJHOTO I/IH(l)OpMaHI/IOHHOFO
oOMeHa M He HIKe 4 Kilacca B CJIydac OTCYTCTBUA B3aHMOHCﬁCTBHﬂ HH(l)OpMaHHOHHOﬁ CUCTCMBI



¢ MH(QOPMALMOHHO-TEIIEKOMMYHHUKAIIHOHHBIMU CETSAMH MEXIYHApOIHOTO0 HH(OPMAIIIOHHOTO
oOmeHa.

B HH(bOpMaI_[I/IOHHBIX cucTeMax 3 KJiacca 3aIIUIICHHOCTU IPUMCHAKOTCS:
cpe€acTBa BBIYMCIIMTEIILHON TEXHUKH HE HIKE 5 Kj1acca,

CHCTEMBbI OOHApY>KEHHsI BTOPKCHUH M CPEICTBa aHTHBHPYCHOW 3aIlIMTHI HE HUXke 4 Kiacca B
cirydae B3aMMOJCHCTBUSA UH(POPMALMOHHON CHUCTEMBI c MH(pOPMaLMOHHO-
TEJIEKOMMYHHUKAIIHOHHBIMHU CETSIMH MEXIyHAPOJAHOTO MH(OPMAIIMOHHOTO OOMEHa U He HUXKE 5
KJlacca B CIy4ae OTCYTCTBHUS B3aUMOAEUCTBUS MH(OPMALIMOHHON CHCTEMbl ¢ HH(POPMALIMOHHO-
TEJIEKOMMYHHUKAIIHOHHBIMHU CETSIMH MEXIYHAPOJHOTO HHPOPMALIMOHHOTO 00MEHa;

MEKCETEeBBIE PKPaHbl HE HMKE 3 KJlacca B cliyyae B3auMOJEHCTBUS HH(POPMAITMOHHONW CUCTEMBI
¢ HMH(OPMALMOHHO-TEIEKOMMYHUKAIIHOHHBIMU CETAMH MEXIyHapOJHOTO HH(OPMALMOHHOTO
oOMeHa U He HWKe 4 Kitacca B Cllydae OTCYTCTBHS B3aUMOJICHCTBUS MHPOPMALMOHHON CUCTEMBI
¢ HMH(OPMALMOHHO-TEIEKOMMYHUKAIIHOHHBIMU CETAMH MEXIyHapOJHOrO HH(OPMALMOHHOTO
oOMeHa.

B MH(POPMAIMOHHBIX cucreMax 4 KJlacca 3aIUMILEHHOCTH IIPUMEHSIOTCS:
cpencrsa BBIYHCIIUTEIBHOU TEXHUKHU HE HIDKE 5 KJ1acca;
CHCTEMBI OOHApYXECHHS BTOPKEHHH M CpEACTBAa aHTHUBUPYCHOW 3alIMTBI HE HIKE 5 Kiacca;
MEXKCETEBBIC SKpaHbl HE HIDKE 4 KJ1acca.

B undpopManmonHpix cucreMax | u 2 KJIacCOB 3alIUINEHHOCTH MPUMEHSIOTCS CPEICTBA 3aIIUTHI
uH(poOpMalliK, MporpaMMHOe oOecredyeHre KOTOPBIX MPOIUIO MPOBEPKY HE HIDKE 4eM 1o 4
YPOBHIO KOHTPOJISI OTCYTCTBHUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH.

27. B caydae o00paboTKM B HMH(OpPMAIMOHHOW cucTeMe HH(pOpMaIMM, cojaepKalei
NEPCOHAIbHBIE JIaHHbIE, peallu3yeMbleé B COOTBETCTBUM € NyHKTamMH 21 u 22 HacTOSIIUX
TpeboBaHMit MepbI 3aUTHI HHYOPMAITUH:

JUIst “”HGOPMAITMOHHON CHUCTEMBI | Kilacca 3amuieHHOCTH obecrieunBaioT 1, 2, 3 u 4 ypoBHU
3aIUIIEHHOCTH IEPCOHAIILHBIX JIAHHBIX

1t “HGOPMAIIMOHHON CHCTeMBI 2 Kjlacca 3alllMIIEHHOCTH oOecreyuBalT 2, 3 u 4 ypoBHU
3aIIUIIIEHHOCTH MEPCOHATBHBIX TaHHBIX*;

JUIsi UHQOPMAIIMOHHOM cucTeMbl 3 Kjacca 3alllMIIeHHOCTH oOecneduBaloT 3 U 4 ypoBHU
3alUIEHHOCTH EPCOHATBHBIX JaHHBIX *;

JJIsA I/IH(I)OpMaLIHOHHOﬁ cHCTeMBI 4 KItacca 3allUIICHHOCTH, obecneunBaror 4 YPOBCHB
3aMUIICHHOCTH IMMEPCOHAIBHBIX )IaHHLIX*.

28. Ilpu ucnonp30BaHWM B HHPOPMAIIMOHHBIX CUCTEMaxX HOBBIX MH(POPMAIIMOHHBIX TEXHOJOTUN
U BBIABICHUU JIOMOJHUTENBHBIX YIrpo3 Oe3omacHOCTH WHGOPMAIUK, [UIsI KOTOPBIX HE
OTIpeIeTIEHBI MEPhI 3alUThl HHGOPMAIINH, TOJDKHBI Pa3padaThiBaThCsl KOMITEHCUPYIOIINE MEPHI
B COOTBETCTBUU C TyHKTOM 23 HacTosuX TpebdoBaHMil.



[Tpunoxenue N 1 k
TpebGoBaHusIM 0 3amuTe HHPOPMAIIUH,

HE COCTaBJISIIOIIEH TOCY/IapCTBEHHYIO TaliHY,
coJieprKalieiicst B rocyaapCTBEHHBIX

MH(POPMALMOHHBIX CHCTEMAX

OnpeaesieHde KJacca 3al{UIIEHHOCTH
HUH(POPMAITUOHHOU CUCTEMBI

1. Kitacc 3ammmennoctu nHpopmarmonHoi cuctemsl (mepsoiid kinace (K1), Bropoit kmace (K2),
tpetuii kmacc (K3), uerBeptoiii kmacc (K4)) ompenensercs B 3aBUCHMOCTH OT YpPOBHS
3HaunMoctn uH(popmanun (Y3), oOpabareiBaeMoil B 3TOW HH(OPMAIMOHHOW CHUCTEME, U
MaciTaba HHPOPMAIIMOHHON cucTeMbl ((penepaabHbli, periOHAIbHBIN, O0BEKTOBBIN).

Knacc 3amumennoctu (K) = [ypoBeHb 3HaYMMOCTH HHPOPMAIIH; MAcIITad CUCTEMBI .

2. YpoBeHb 3HAUUMOCTH HHGOpPMALUU OHpEAeNseTcs CTENeHbI0 BO3MOXKHOIO yuiepda amis
oOmangarens nHpopmarun (3aKka3unka) ¥ (WIH) oreparopa OT HapyIeHUs KOH(UACHIIHATEHOCTH
(HempaBOMepHbIE JI0CTYI, KOTIMPOBAaHHE, TPEIOCTaBIEHUE WU PACIIPOCTPAHEHUE), LIETOCTHOCTH
(HempaBOMEpHBIE YHUUTOXKEHHE WM MOAU(PUIMPOBAHHME) WU JOCTYNHOCTH (HETPaBOMEPHOE
6J10KMpOBaHKE) UH(OPMALIHH.

V3 = [(koH}UAEHIMATBHOCTh, CTEMEHb yiiepOa) (IeJOCTHOCTh, CTENEeHb yIepoa)
(IoCTymHOCTB, CTETEHb yIiiepoa)],

I7le CTEeNeHb BO3MOXKHOTO yiiepOa ompenensercs obiaaareneM MHPOpPMALUU (3aKa34MKOM) U
(M) OTepaTopoM CaMOCTOSITETBHO OKCIIEPTHBIM WM HWHBIMH METOAAMHU W MOXET OBITh:
BBICOKOM, €CIIM B pe3ysibTaTe HApYIIEHUs OJHOTO M3 CBOMCTB 0€30MacHOCTH HH(OpMaLuu
(KOH(UACHIIMAILHOCTH, EIOCTHOCTH, TOCTYITHOCTH) BO3MOXKHBI CYIIECTBEHHBIC HETaTHBHBIC
HOCJEACTBHS B COL[MAIbHON, MOJIMTUYECKOH, MEXITyHAPOJHON, SKOHOMUYECKOH, (PMHAHCOBOM
WIM WHBIX 00NacTAX JesITeNbHOCTH M (WiIM) MH(OpMAalMOHHAs cuctemMa W (WIn) orepaTop
(obmanmaTens MHPOPMALIMI) HE MOTYT BBINOJIHATH BO3JIO’KEHHBIE HA HUX (DYHKIIUY;

CpelHel, eclnu B pe3yibTaTe HapyIIEHUS OJHOTO U3 CBOMCTB 0€30MAaCHOCTH HH(OpMaLUU
(KOH(QUIEHIMATBHOCTH, LEJIOCTHOCTH, MJOCTYIIHOCTH) BO3MOXHBI YMEpPEHHBbIE HEraTHBHbIE
MOCJEACTBHUS B COL[MAIbHON, MOJMTUYECKOH, MEXITYHAPOJHOH, SKOHOMUYECKOH, (PMHAHCOBOM
WIM HHBIX O0JNacTAX AeSITeNbHOCTH U (WiIM) MH(OpMalMOHHAs cucTeMa M (WJM) oIepaTop
(obnagarens mHGOpPMaAlMK) HE MOTYT BBIIIOJHATH XOTA OBl OJHY U3 BO3JIOKEHHBIX Ha HUX

byHKIH;

HHSKOﬁ, €CJIn B PpC3YJbTATC HAPYUICHUA OAHOI'O U3 CBOMCTB 0€30IacHOCTHU I/IH(I)OpMaI_II/II/I
(KOH(l)I/I)IeHI_[I/IaJ'IBHOCTI/I, OEJIOCTHOCTH, )IOCTYHHOCTI/I) BO3MOJXHBI HE3HAYUTCIIbHBIC HEIaTUBHBIC
MOCICACTBUA B COHH&HBHOﬁ, HOHHTHHGCKOﬁ, MC)K,Z[yHapO,Z[HOI\/'I, 3KOHOMH‘-ICCKOﬁ, (I)HHaHCOBOﬁ



WIH WHBIX O0JNACTAX AeSITeNbHOCTH M (W) WH(pOpMAIMOHHAS CUCTeMa W (WIH) ormepaTtop
(o6mamarens nH(POpPMAIIUK) MOTYT BBHITIOJHATH BO3JI0’KEHHBIE HA HUX (YHKIIUH C HEIOCTATOYHOM
3Q(PEKTUBHOCTHIO WM  BBIIOJHEHHE (YHKIUH BO3MOXKHO TOJBKO C  TPHUBJICYCHHUEM
JOTIOTHUTEJILHBIX CUJT M CPEJICTB.

Nudopmanius nMeer BBICOKHMK ypoBeHb 3HauuMocTd (Y3 1), ecnm xoTst Obl JJIi OJHOTO W3
cBOiicTB Oe3omacHocTH WHGMOpManuu (KOHPUACHIUATHHOCTH, IMEIOCTHOCTH, JOCTYITHOCTH)
orpeziesieHa BbICOKasl CTeneHb yiepoa. Mupopmaius umeet cpeHuil ypoBenb 3Haunmoctu (Y3
2), ecru XOTs1 OBl A7l OJTHOTO M3 CBOWCTB Oe3omacHOCTH nH(popmanuu (KOHGUACHIINATHLHOCTH,
LEJIOCTHOCTH, TOCTYITHOCTH) OIpeziesieHa CPe/iHsAs CTeNeHb yuiep0a U HeT HU OJHOTO CBOMCTBA,
JUTSE KOTOPOTO OIpeNelicHa BBICOKas crerneHb yiepba. MHdopmanuss mmeer HU3KUN YpOBEHBb
sHaunmoctd (Y3 3), ecimm g Bcex  CBOMCTB — Oe3omacHocTH — WMH(OpManuu
(KOH(UICHIIMATBHOCTH, IEJIOCTHOCTH, JOCTYITHOCTH) OMPEe/IEHbI HU3KUE CTEIIEHH yIepoa.

Wudopmanus uMeeT MHUHUMAIbHBIA ypoBeHb 3Hauumoctu (Y3 4), ecnu obnamarenem
uHpopMalnu (3aKka3uukoM) U (WJIM) ONepaTOpoOM CTeNeHb yiiepda OT HapylleHUs CBONCTB
Oe3omacHOCTH HWHpOpMauK (KOH(OUICHINAIBLHOCTH, IEJIOCTHOCTH, JOCTYITHOCTH) HE MOXET
OBITh OmpejeNicHa, HO MpPHU ATOM HHPOPMAIUS TOMJISKUT 3aIIUTE B COOTBETCTBHU C
3aKoHoAarenbCcTBOM Pocculickoit denepanuu.

[Tpu oOpaboTke B MHGOPMAIMOHHON cHUCTeME ABYX U Oosiee BHAOB MHPOpMauu (ciy:keOHas
TaliHa, HAJIOroBas TallHAa U MHbIE YCTAHOBJICHHBIC 3aKOHOAATENbCTBOM Poccniickoit denepanuun
BUJbl HH(OpPMAIIMM OTrPAaHUYEHHOTO JOCTYyNa) YypoBeHb 3HauMMocTu uHpopmanuu (VY3)
OTIPEeNeNATCS OTHAENBHO ISl KaKAOro BuAaa WHGpopMmanuu. WTOrOBBI YpOBEHb 3HAYMMOCTH
uHpopmanuu, obpabarbiBaeMol B UHGOPMALMOHHOW CHCTEME, YCTaHABIUBAETCS IO
HAWBBICIIMUM  3HAYEHUSM  CTENEHH  BO3MOXKHOTO  ymiepOa,  ONpeNelNeHHBIM IS
KOH(UICHIIMATBEHOCTH, IIEIOCTHOCTH, TOCTYMTHOCTH MH(POPMAIIUHU KAXI0TO BUAA HH(DOPMALIHH.

3. UndopmannonHas cucremMa umeer (enepanbHblii MacmTad, eciv oHa (DyHKIMOHUpPYET Ha
tepputopun Poccuiickoit deneparuu (B mpeaenax QgeaepaibHOTO OKpyra) U UMEET CErMEHTHI B
cyobektax Poccuiickoit @enepannu, MyHUIMIAIBHBIX 00pa30BaHUAX U (MJIM) OpraHU3aIUsX.

HNudopmaninonHasi cucTeMa HMeEeT pPerrHoHalbHBIA MacmTal, eciu oHa (QYHKIMOHUPYET Ha
Tepputopun cyobekta Poccuiickoit denepaliuu U ©MEET CETMEHTHI B OJTHOM WJIM HECKOJBKHX
MYHUIIUTIATBHBIX 00pa30BaHUAX U (MJIHM) TIOJIBEJOMCTBEHHBIX U MHBIX OPraHU3aIUsX.

WudpopmannonHasi cucrtemMa HMeeT OOBEKTOBBIM Maciitad, ecinu oHa (yHKIMOHHpPYET Ha
00BEeKTax OJHOTO (erepaabHOro OpraHa rocylapCTBEHHOW BJAacTH, OpraHa rocyJapCTBEHHOMN
BractTu cyobekta Poccuiickoit @enepanuu, MyHUIUNAIBHOIO o0Opa3oBaHus U (WIN)
OpraHM3allMl M HE HMMEET CETMEHTOB B TEPPUTOPUAIBHBIX OpraHax, IMpeICTABUTEIbCTBAX,
¢dbunmnanax, NoJIBEJOMCTBEHHbBIX U MHBIX OpPraHU3alUsAX.

4. Kiacc 3amuIieHHOCTH WH(OPMAIMOHHONW CHCTEMBI OIPEACISAETCS B COOTBETCTBUU C
TaOJINLIEH:

YpoBeHb Macmtad nHpOpMALMOHHO CHCTEMBI
SHAYUMOCTHU . . B
nHpoOpMALNH denepanbHbIT PernonaJjbHblii OO0bEeKTOBbDII
V31 K1 K1 K1
V32 K1 K2 K2
V33 K2 K3 K3




YpoBeHb

Macwrad nHPOPMAITMOHHON CHCTEMBI

S3HAYUMOCTH @ . p . 06 _
I’IH(l)OpMaIII/II/l eﬂepaﬂbﬂbll/l CIr'MOHAJIbHbIN bEeKTOBbIN

[Tpunoxenue N 2

TpeboBanusiM 0 3amuTe HHGOPMAIINY,

HE COCTaBIIAIONIEH TOCYAAPCTBEHHYIO TalHY,

COZIEpKALIECHCS B TOCYAapCTBEHHBIX

I/IHCI)OpMaI_II/IOHHLIX CHUCTEMAX

CocraB mMep 3auThl HH(POPMAIIUU U X

0a30BbIe HA0OPHI 1JIS COOTBETCTBYHOIIETO
KJIACCa 3aAIUIIEHHOCTH HH(POPMAIIMOHHOMN

CUCTEMbI

YcaoBHoe Mepbl 321 THI HHPOPMALUK B HH(POPMALMOHHBIX Kuaaccsl
o0o3HaYeHHE cucreMax 3alMIIEHHOCTH
U HOMeEp uH$opMaLOHHOI
Mepbl CHCTEMBI
4 13]2]1
|. UnenTudukanus u ayreHTUPHUKaLUs CyObEKTOB 1ocTyna U 00beKkToB fgoctyna (MAD)

NA®.1 |Unentudukanus u ayreHTU(GUKALMS OJIb30BaTENEH, + + + | +
SBIISIOIIMXCSI pa0OTHUKAMU oIepaTopa

NA®.2 |Upentudukanus u ayreHTUGUKALNS YCTPOICTB, B TOM + +
YHClie CTAllMOHAPHBIX, MOOUIIbHBIX M MTOPTaTUBHBIX

NA®.3  |Ynpasienue uieHTUPHUKATOPaAMH, B TOM YUCIIE CO3JaHue, | + + + +
NPUCBOCHUE, YHUUTOXKEHHUE UICHTH(PHKATOPOB

NA®.4 |YmpaBieHue cpelicTBaMU ayTeHTU(UKALIUY, B TOM YHCIIE + + + +
XpaHeHMe, BblJaya, MHUIMAIU3alus, OJJOKMpOBaHUE
CPEICTB ayTeHTU(UKALUY U TIPUHATHE MEp B Cllydae
yTpaThbl U (MJIM) KOMIPOMETAIIMU CPEICTB
ayTeHTH(UKAITIT

NA®.5 |[3ammra oOpaTHOM CBS3M IPH BBOJIE ayTeHTU(UKALNOHHON | + + |+ |+
uHpOopMaun

NA®D.6 |Upentudukanus u ayreHTHPUKALNS TOJIb30BaTENEH, HE + + + +




YciaoBHoe
0003HaYEeHHE
U HOMep
Mepbl

Meppbl 3amuThl HHGOpMAUKHU B HHGOPMAIMOHHBIX
cucTeMax

Kaacenl

3alUIEHHOCTH
HHGOPMAIMOHHOM

CHUCTEMBbI

4|3

2

SBJIIOIMXCSI pAOOTHUKAaMU ollepaTopa (BHELIHUX
MOJIb30BATENICH )

NAD.7

Nnentudukanus u ayreHTHGUKAIKSA 00BEKTOB (hailyioBoi
CUCTEMBI, 3aITyCKACMbIX M UCITOJHIEMbIX MOJIYIICH,
00BEKTOB CHCTEM yIpaBJcHUs 0a3aMu JaHHBIX, 00BEKTOB,
CO3/1aBaeMbIX MPHUKJIAIHBIM U CIIEIUATBHBIM
MPOrPaMMHBIM 00€CIIeYeHUEM, NHBIX 00BEKTOB JIOCTYIA

Il. Ynpasnenue noctynom cyObeKToB AocTyna K oobekram pocryna (Y1)

VI

YnpasieHue (3aBesieHHe, aKTUBAIHS, OJJOKMPOBAHUE U
YHUYTOKEHUE) YUETHBIMU 3alUCAMU 110JIb30BaTeNei, B
TOM YKCJIE BHEIIHUX I10JIb30BaTEIICH

+ | +

VIIL.2

Peanu3zanus HEOOXOAMMBIX METOI0B (IUCKPELIMOHHBIH,
MaHJIaTHBIH, POJIEBOM MM UHOM METOJ), TUIIOB (UTEHUE,
3aMKch, BHIIIOJHEHUE UM UHOM TUIT) U IPaBUII
pasrpaHUYeHUs JOCTyIa

VI3

Yrpasienue (GuibTparus, MapIpyTu3anus, KOHTPOJIb
COCMHEHUH, OJTHOHANPABJICHHAS NIEpeaadya U UHbIE
crocoObl yripaBieHus) HGHOPMAIMOHHBIMU TOTOKAMU
MEXy YCTPOHCTBAMH, CETMEHTaMH WH()OPMAITMOHHON
CUCTEMBI, a TAK)Ke MEXy UH(POPMAIIMOHHBIMHU CUCTEMAMHU

VII/1.4

Paznenenue nmoaHoMouni (poseit) monab3oBaresei,
aJIMUHUCTPATOPOB M JIHII, 00ECTIEYNBAIOIIUX
(GyHKIIMOHUPOBaHUE MH(OPMAITMOHHON CHCTEMBbI

VIIJLS

HasnaueHne MUHMMaIbHO HEOOXOIMMBIX IIPAB U
MIPUBWIETHI 110JIb30BATENAM, aIMUHUCTPATOPAM U JINLAM,
oOecrieunBaroUM (PYHKIIMOHUPOBAaHUE UHPOPMAITUOHHOMN
CHUCTEMBI

VIIA.6

OrpaHuyeHHe HeYCIEUIHBIX MONBITOK BXO/a B
MH(OPMALIMOHHYIO CUCTEMY (JlocTyna K MH(OpMallnOHHON
cucreme)

YIIA.7

[IpenymnpexaeHue noap30BaTes Mpu €ro BXOJI€ B
WH()OPMAIMOHHYIO CUCTEMY O TOM, YTO B
WH(GOPMAIIMOHHON CHCTEME PeaTu30BaHbl MEPHI 3alTUTHI
nH(pOopMaIu, ¥ 0 HEOOXOIUMOCTH COOTIOICHUS UM
YCTaHOBJICHHBIX OMEPATOPOM MPaBUIT 00paOOTKH
uH(popMalun

VIIJL8

OmnoBselieHne MoIb30BaTeNs MOCIE YCHEIHOro BX0/1a B
UH(POPMALIMOHHYIO CUCTEMY O €T0 MPEIbIIYIIEM BXO/IE B
WH(OPMALIMOHHYIO CUCTEMY

VIIA.9

OrpanudeHue 4uciia napauieibHbIX CEaHCOB J0CTyIA s
Ka)KIOW y4eTHOW 3aMucy MoJib30BaTesl HHPOPMaIlMOHHOM
CHUCTEMBI

VIIJ.10

brokupoBaHue ceanca JocTyna B UH(QOPMAIIMOHHYIO
CUCTEMY II0CJIE YCTAaHOBJIEHHOTO BpEMEHU 0e31eicTBUS
(HEaKTHBHOCTH) MOJIH30BATENS WIH TI0 €T0 3apocy




YcaoBHoe Meppbl 3amuThl HHGOpMAUKHU B HHGOPMAIMOHHBIX Knaccebt

o0o3HaueHHne cucTeMax 3alUIEHHOCTH
U HOMep HHGOPMAIMOHHOM
Mepbl CHCTEMBI
4 3 2 1
VII.11  [Pa3pemienue (3amperT) 1eHCTBUI MOIb30BATENEH, + + +

pa3peleHHBIX 10 UACHTU(UKAIMY U ayTeHTU(UKALUN

VII.12 (ITomnepskka U coxpaHeHue aTpuOyTOB 0€30MMacHOCTH
(MeTOK 0€30MacHOCTH), CBA3aHHBIX ¢ HHPOpPMaLUeH B
MpoIecce ee XpaHeHUsI U 00padOTKH

VIIA.13  [Peanu3zanus 3alIMIIEHHOTO YAAJIEHHOTO JOCTYIa + + + | +
CyOBEKTOB JIOCTYyIIa K 00BEKTaM JJOCTYIIA Yepe3 BHEITHHUE
UH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHBIE CETH

VIIA.14 [PernmameHTanus v KOHTPOJIb UCIIOJIb30BAaHUS B + + + | +
UH(POPMALIMOHHOM CUCTEME TEXHOJIOIUi 6eCIIPOBOIHOTO
ocTyna

VIIA.15 [PernmameHTanus v KOHTPOJIb UCIIOJIb30BAaHUS B + + + | +
UH(POPMALIMOHHOM CUCTEME MOOMIIBHBIX TEXHUYECKUX
CpeACTB

VIIA.16  [YnpaieHue B3auMOJEHCTBUEM ¢ HH(OPMALOHHBIMU + + |+ |+
CHCTEeMaMH CTOPOHHUX OpTraHH3auuil (BHELTHNE
WH(POPMALOHHBIE CUCTEMBI)

VIIA.17  |ObecnieueHne JOBEpEHHON 3arpy3Ku CpEACTB + | +
BBIYHCIIUTEIILHON TEXHUKH

I11. Orpannuenue nporpammuoii cpenbl (OI1C)

OIIC.1  [YnopaBneHue 3amyckoM (0OpalleHUsIMU) KOMIIOHEHTOB +
POTrpaMMHOT0 00eCrieueH sI, B TOM YUCIIE OIpe/IeIIeHUE
3aIycKaeMbIX KOMIIOHEHTOB, HACTPOHKa ITapaMeTPOB
3arycka KOMIOHEHTOB, KOHTPOJIb 32 3aIIyCKOM
KOMITOHEHTOB IPOTPaMMHOT0 00€CTIeYeHUS

OIIC.2  |YnopaBneHue yCTaHOBKOW (MHCTAJUISILIMEN ) KOMIIOHEHTOB + |+
POrpaMMHOT0 00eCrieueHH sI, B TOM YHCIIE OIpe/IeIIEHUE
KOMITOHEHTOB, ITOJIJIE)KAIINX YCTaHOBKE, HACTPOHKa
apaMeTpoB YCTAHOBKM KOMIIOHEHTOB, KOHTPOJIb 32
YCTaHOBKOH KOMITOHEHTOB IPOTPaMMHOT0 00eCTIeYeHNs

OIIC.3  [YcraHoBKa (MHCTAJUISLMS) TOJIBKO Pa3pelieHHOro K + + |+ |+
UCIIO0JIb30BAaHUIO MPOTPAMMHOI0 00ecTeyeHns U (UIH) ero
KOMITOHEHTOB

OIIC.4 |YnopaBneHue BpeMeHHBIMHU (haiijiaMu, B TOM YHUCIIE 3alpeT,
paspelieHue, [EpPEeHaNpaBIeHUE 3alIUCH, YIAICHUE
BPEMEHHBIX (ailioB

IV. 3amura mamuHHBIX HOcuTenei undopmanmu (3HN)

3HU.1 Y4eT MalIMHHBIX HOCUTeNeH nHpopMauu + + + +
3HN.2  [YnopaBineHue 1OCTYNOM K MAIIMHHBIM HOCUTEISM + + + +
uH(popMalun

3HN.3 KoHTpoJIb epeMenieHnss MalllMHHbBIX HOCUTENEN
UH(OPMAIINH 32 MPeIeNbl KOHTPOJIUPYEMOI 30HBI

3HN.4  |HcknroueHne BO3MOXKXHOCTH HECAHKIIMOHUPOBAHHOTO
03HAKOMJICHHUS C COJIep>KaHueM UHPOpMaIUH, XpaHsiecs




YcaoBHoe Meppbl 3amuThl HHGOpMAUKHU B HHGOPMAIMOHHBIX Knaccebt
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U HOMep HHGOPMAIMOHHOM
Mepbl CHCTEMBI
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Ha MAlIMHHBIX HOCUTENSIX, U (MJIM) UCIIOJIb30BaAHUS
HOcUTeNel nHpopMaly B MHBIX HHHOPMAITMOHHBIX
cucTeMax

3HU.5  |[KonTposb ucnois3oBanus nHTEp(dEiicoB BBOIA (BHIBOIA) + | +
UH(OPMALIMK Ha MAIIMHHBIE HOCUTENH HH(POPMALIUN

3HU.6  |Kontpomas BBOAa (BbIBOAA) HH(POPMAIIUHN HA MALTMTHHbIE
HOCHTENN HHOpMaLuH

3HI.7 KoHTpoJb NMOAKIII0YEHN S MAIIMHHBIX HOCUTEIEH
uHpOopMaun

3HU.8  |YHumuTOXeHue (cTUpaHue) MHPOPMALUU Ha MAITHHHBIX + + |+ |+
HOCHTEISX IIPU UX Tepeaade MeKIY MMOJIb30BaTENSIMH, B
CTOPOHHHE OPTaHU3aINH [T PEMOHTA WM YTHIIN3AIUH, a
TaK)Ke KOHTPOJIb YHUYTOKEHHUS (CTUPAHHMS)

V. Perucrpanus coosituii 6e3onacHoctu (PCBH)

PCB.1 OrnpezesieHne coObITHI 0€30MTaCHOCTH, TIOIISKAIINX + + + +
[perucTpanum, U CpOKOB UX XpaHEHUs

PCB.2 Omnpenenenue coctaBa u cofep>kanusi HHGOpMaIuu o + + + +
COOBITHUSIX O€30MMACHOCTH, MOJIEKALIUX PETUCTPALIUU

PCB.3 COop, 3anuce 1 XpaHeHne HHPOPMAITUN O COOBITHAX + + |+ |+
0€30MacHOCTH B TEYCHUH YCTAHOBJICHHOT'O BPEMEHH
XpaHEeHUs

PCb.4 PearnpoBanue Ha cOOU IIpU perucTpanuu COObITHIA + + + | +

0€30I1aCHOCTH, B TOM YHUCJIE allapaTHble U MPOrpaMMHbIE
omunoOKu, cOoM B MexaHu3Max cOopa nHpopMaluu u
JTOCTIDKEHUE TTpeJielia U MepenoHeHHs o0bemMa
(eMKoOCTH) MaMSITH

PCB.5 MOHUTOPUHT (IIPOCMOTP, aHAJIN3) PE3YIbTATOB + + + | +
perucTpanuu coObITUI 6€301MacHOCTH U pearupoBaHue Ha
HUX

PCbh.6  |['enepupoBaHr€ BPEMEHHBIX METOK U (WJIH) + + |+ |+
CHUHXPOHM3AIMs CUCTEMHOTO BPEMEHH B HH(OPMAIIMOHHOMN
cucTeMe

PCB.7 3amuTta “HPOPMAIHH O COOBITUAX 0€30MaCHOCTH + + + | +

PCb.8 ObecneueHre BO3MOKHOCTH IIPOCMOTpPA U aHaIN3a
nH(OpMaIK 0 TEUCTBUSAX OTIACIBHBIX MOJIb30BATENICH B
UH(POPMALIMOHHOM cucTeme

V. AuTuBHpycHas 3amuta (AB3)

AB3.1 Peanuzanus aHTUBUPYCHOM 3aILUTHI + + + +

AB3.2 OO6HoBIeHNE 0a3bl JAHHBIX TPU3HAKOB BPEIOHOCHBIX + + + | +
KOMITBIOTEPHBIX MPOrpamMM (BUPYCOB)

1. VII. O6napyxenue Bropxenuit (COB)

COB.1  |O6HapyeHHe BTOPKEHHIA | | | + | +
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COB.2  |OGHoBneHHE 0a3bl PEHIAIOLINX PABUI +

VIIl. Kontpous (ananu3) 3anmmennocta uadopmanuu (AH3)

AH3.1

BrlsiBiieHHE, aHATIU3 YA3BUMOCTEH MH(GOPMAITMOHHON
CHUCTEMBI U OIIEpaTUBHOE YCTPAHEHNE BHOBD BBISIBICHHBIX
YSI3BUMOCTEMN

AH3.2

KoHTpoIIb yCTaHOBKM OOHOBIJICHHI IPOTPAMMHOTO
oOecrieyeHus1, BKII04asi OOHOBJICHHE IIPOTPAMMHOTO
oOecrieueHHs CPeICTB 3alIUThI HHpOopManuu

AH3.3

KonTponb paboTocrnocoOHOCTH, TapaMeTPOB HACTPOIKU U
NPaBUWIBHOCTH ()YHKIIMOHHPOBAHUS IIPOTPAMMHOTO
o0ecrevyeHns U CPeCTB 3alIUThl HHPOPMAITUN

AH3.4

KoHTpoib cocTaBa TEXHUUECKUX CPEACTB, IPOrPAMMHOTO
oOecrieueHus U CPeCTB 3alIUThl HHPOpMALUU

AH3.5

KOHTpOJIb IpaBUII TEHEPALIUK U CMEHBI IIapOJIei
N0JIb30BaTENCH, 3aBEJICHUS U YAAJICHUS YIETHBIX 3aIUCeH
M0JIb30BATENCH, peaIM3alluy MMPABIJI Pa3rpPaHUICHUS
TOCTYIIOM, TIOJTHOMOYHI1 IIOJIb30BaTENeH B
WH(POPMALIMOHHOMN CUCTEME

IX. O6ecnieuenue 11e10CTHOCTH HHPOPMAIIMOHHOM cucTembl U nHGopMaruu (OLLJT)

OLJI1

KOHTpOJIb 1€II0CTHOCTH IPOTPaMMHOTO 00ECTICUEHHS,
BKJIFOUasi POrpaMMHOE 00eCIIedeHNe CPEACTB 3aIUTHI
UHpOpMaLIUU

OLlJI.2

KoHTpoJb 11€710CTHOCTH HHPOPMALIH, COIeprKalleiCs B
0a3ax JaHHBIX MHPOPMAIIMOHHOMN CHCTEMBI

OLUL3

ObecneueHre BO3MOKHOCTA BOCCTAHOBIIEHHS
MPOrPaMMHOTO OOecTieueHusl, BKI0Yasi MporpaMMHOe
oOecrnieyeHre CpeICTB 3alUThl HH(POpMaIUH, IPU
BO3HUKHOBEHUU HEIITATHBIX CUTYAIIHii

OLlJL.4

OOHapyXeHue U pearupoBaHue Ha MOCTYIIJICHUE

B HMH(QOPMAIIMOHHYIO CUCTEMY HE3alpalIiBacMbIX
AIIEKTPOHHBIX COOOLIEHUH (TMTHCeM, TOKYMEHTOB) U MHOM
nH(pOpMaLU, HE OTHOCALINXCS K (PYHKIIMOHUPOBAHUIO
UH(POPMALIMOHHOM CUCTEMBI (3aIlUTa OT CIiaMa)

OLUL5

KonTposnb coaepxanus nHdopmanu, nepegaBaeMon u3
UH(POPMALIMOHHOM CUCTEMBI (KOHTEHHEPHBINA, OCHOBAaHHBIN
Ha CBOWMCTBaxX 00BEKTA I0CTyNa, U KOHTEHTHBIH,
OCHOBaHHBIM Ha IIOUCKE 3alpelIeHHON K Iiepeayde
MH(pOpPMaLIMHU C UCTIOIb30BAaHUEM CUTHATYP, MACOK M MHBIX
METO/IOB), U HCKJIFOUEHHE HETIPaBOMEPHOM mepesaun
nH(popMalru U3 HHHOPMAITMOHHON CHCTEMBbI

OLUL6

OrpanudeHue mpas Mojab30BaTeNel o BBOAY HH(GOpMaluu
B UH(POPMALIMOHHYIO CUCTEMY

OLUJL.7

KOHTpOJlB TOYHOCTH, IMOJTHOTHI U TPAaBUJIbHOCTU JAHHBIX,

BBOJMMBIX B HHPOPMAIIIOHHYIO CUCTEMY
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OLIJL.8

KoHTpob OmMO0YHBIX ASHCTBUH MMOJIB30BATENEH 10
BBOJY ¥ (WJIM) Tiepenade HHGOpPMAIUU U TIPEIyIPEKICHNE
1oJIb30BaTesel 00 OMMOOYHBIX JeHCTBUSAX

X. Obecrieuen

ue nocrynnoctu uadopmaruu (OUT)

OJIT.1

Hcrons3oBanne OTKaSOYCTOﬁqHBBIX TEXHUYCCKHUX CPEACTB

OJIT.2

Pe3epBrpoBaHrEe TEXHHUYECKHX CPEACTB, IIPOTPAMMHOTO
oOecrieyeHns, KaHAJIOB Mepeadyn HHPOPMAaLUH, CPEICTB
obecrieueHus PyHKIIMOHUPOBAHKS MHHOPMAITMOHHON
CHCTEMBI

O/T.3

KoHTpoab 6€30TKa3HOTO (PYHKIIMOHUPOBAHUS
TEXHUYECKUX CPEJICTB, OOHAPY)KEHUE U JIOKAIU3aLUs
0TKa30B ()YHKIIMOHUPOBAHUS, IIPUHITHAE MEP 110
BOCCTAaHOBJICHUIO OTKa3aBILUX CPEJICTB U UX TECTUPOBAHUE

OJIT .4

[lepuoanueckoe pe3epBHOE KOMUPOBaHKUE UH(OPMALIUU HA
pe3epBHBIC MALTUHHBIE HOCUTENU WH(OpMAIUU

OJIT.5

ObecneueHre BO3MOXHOCTH BOCCTAHOBJICHHUSI
UH(GOPMALIMHU C PE3EPBHBIX MAIIMHHBIX HOCUTEICH
uHpopManuu (pe3epBHBIX KOMUN) B TCYEHUN
YCTAHOBJICHHOI'O BPEMEHHOI'O MHTEpBaja

OJIT.6

Knactepuzanuus nHhopMalnoOHHON CUCTEMBI U (WIH) ee
CEerMEHTOB

OHT.7

KOHTpOIb COCTOSIHUSA U Ka4eCTBA MIPENOCTABICHUS
YIIOJTHOMOYEHHBIM JIMIIOM BBIYMCIIUTENIBHBIX PECYPCOB
(MoIIIHOCTE}l), B TOM YHCIIE TI0 Iiepeiade nHpopMaluu

XI. 3amura cpeasl Buptyanuszanuu (3CB)

3CB.1

Wnentudukanys u ayreHTu(uKanus cyObeKToB JOCTyMa U
00BEKTOB JOCTYIA B BUPTYaIbHON HHPPACTPYKTYpPE, B TOM
qucJIe aIMUHHACTPATOPOB YIIPABJICHUSI CPEACTBAMHU
BUPTYaIU3alu1

3CB.2

YipaBieHue J0CTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM
OoCTyMa B BUPTYalbHOW HHPPACTPYKTYpE, B TOM YHCTIE
BHYTPHU BUPTYyaJIbHBIX MaIllUH

3CB.3

Perucrpanus coObITHI 6€30MaCHOCTH B BUPTYaJIbHOU
UH(ppacTpyKType

3CB4

Yrpasnenue (puiIbTpanus, MapIpyTu3anus, KOHTPOJIb
COEZMHEHUS, OTHOHAIIPABIICHHAS NIepeiaya) HOTOKaMH
nH(pOpMaLUU MEX]Ty KOMIIOHEHTaMH BUPTYaJIbHOU
UHPPACTPYKTYPBHI, @ TAKKE IO IEPUMETPY BUPTYaJIbHOU

UHQPaCTPYKTYPbI

3CB.5

JloBepeHHas 3arpy3ka cepBepoB BUPTyalIU3aliH,
BUPTYaJIbHON MallIMHBI (KOHTEWHEpa), CepBEPOB
yIpaBiIeHUs BUPTyalln3aluen

3CB.6

YIpaBieHrEe NEPEMEIICHUEM BUPTYAIbHBIX MAIIHH

(koHTelHEpOB) U 00pabaThIBaEMbIX HA HUX JaHHBIX
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3CB.7

KoHTpOIb IeTI0CTHOCTH BUPTYATbHOU HHPPACTPYKTYPHI U
ee KoH(pUrypanuii

+

3CB.8

Pe3epBHOE KONMpOBaHKE JaHHBIX, PE3EPBUPOBAHUE
TEXHUUYECKUX CPEACTB, IPOrPaMMHOI0 O0eCIIeUeHuUs
BUPTYaJIbHON MH(PPACTPYKTYPHIL, @ TAKIKE KAHAJIOB CBSA3H
BHYTPHU BUPTYaJIbHON MHPPACTPYKTYPhI

3CB.9

Peanu3anus u ynpaBieHne aHTUBUPYCHOM 3aIIMTON B
BUPTYaJIbHON HH(]paCTpyKType

3CB.10

PazOuenne BUpTyaabHON HHPPACTPYKTYPHI HA CETMEHTHI
(cerMeHTHpOBaHUE BUPTYaAIbHON HHPPACTPYKTYPHI) IS
00paboTKy MHGOPMAITUHU OTICIIBHBIM ITOJIH30BATEIIEM U
(unm) TpyNIoi Mmoyib3oBaresei

XII. 3amuTa rexanueckux cpenacts (3TC)

3TC.1

3amuTa uHpopmaIu, o0opadareiBaeMOl TEXHUYECKUMU
CpeICTBaMu, OT €€ YTEUKH M0 TEXHUYECKUM KaHaIaMm

3TC.2

Opraau3anys KOHTPOJIUPYEMOU 30HBI, B ITpeeiax
KOTOPOH IMOCTOSTHHO Pa3MEIAlOTCs CTAI[HOHAPHBIC
TEXHUYECKUE CPEACTBA, 00padaTpiBaoIre HHHOPMAIIHIO,
U CpPEJICTBA 3aIUThl HHPOPMAIUH, a TAK)KE CPEIICTBA
oOecrieyeHns (HyHKIIMOHHUPOBAHUS

3TC.3

KouTposnb u ynpasieHne pU3n4eckum J0CTYIIOM K
TEXHUYECKUM CPEACTBAM, CPEJICTBAM 3aIUTHI
uH(pOpMaIiH, CpeACTBaM 00eCTIeueHUs
(GYHKIIMOHUPOBAHUSA, & TAK)KE B IOMEIICHUS U
COOPY’KEHHSI, B KOTOPBIX OHU YCTAHOBIICHHI,
MCKJTIIOYAIOIINE HECAaHKIIMOHUPOBAHHBIN (PU3NUECKUI
OCTYM K cpeAcTBaM 00paboTku uH(pOopMaIuu, CpeacTBam
3alUTHl MHOOPMAIIUU U CPEJICTBAM O0ecTieueHUs
GbyHKIIMOHUPOBaHUS HH(OOPMAIIMOHHON CUCTEMBI U
MOMEIICHUS U COOPYKEHHUS, B KOTOPBIX OHU YCTAHOBJICHBI

3TC.4

Pa3menienue ycTpoicTB BbIBOJA (OTOOpaXKeHus )
UH(pOPMaLINH, UCKITIYatolee €€ HECAHKIIMOHUPOBaHHBIH
IPOCMOTP

3TC.5

3ammuTa OT BHEITHUX BO3ACHCTBUI (BO3IEHCTBUIM
OKpYXKAroIIel CpeJibl, HeCTAOMILHOCTH
PJIEKTPOCHAOKEHUSI, KOHTUIIMOHUPOBAHUS U MHBIX

BHEIIHUX (DaKTOPOB)

XII1. 3amura nH)OpPMAIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H M MEepeIayl TaHHBIX

(3UC)

3UC.1

Paznenenue B nH(GOpMAIIMOHHOM cucTeMe QYHKIMNA 1O
yIpaBiIeHUIO (aIMUHUCTPUPOBAHHIO) HH(POPMALIHOHHOM
CHCTEMOM, YIIPaBICHHIO (aIMUHUCTPUPOBAHUIO) CUCTEMOM
3aluThl HHGOpMauu, QyHKINN 0 00paboTke
UH(pOpPMAaLUU ¥ UHBIX QYHKIUI HH(OPMAIIMOHHOMN
CUCTEMBI

+
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31UC.2  [lIpenorBpalieHue 3a€p>KKU WU PEPbIBaHUS

BBITIOJTHCHHSA IIPOLECCOB C BBICOKUM IIPUOPUTETOM CO
CTOPOHBI ITPOLCCCOB C HU3KUM ITPUOPUTCTOM

3UC.3

Obecneuenue 3aUThl HHOOPMAIH OT PaCKPBITHS,
MOIU(HUKAIIMH U HaBsI3bIBAaHUS (BBOZA JOKHOM
nHpopmanun) pu ee nepeaade (MOAroTOBKE K rmepeaaye)
10 KaHaJIaM CBSI3U, UMEIOIINM BBIXO/I 32 IPEJIeIIbI
KOHTPOJIMPYEMOI 30HBI, B TOM YHCIIe OECIPOBOIHBIM
KaHaJlaM CBSI3U

3UC.4

ObecnieueHne TOBEPEHHBIX KaHajla, MaplIpyTa MEXI1y
aJIMUHHUCTPATOPOM, TI0JIL30BATENIEM U CPEICTBAMH 3aLUTHI
uHpopmanuu (QyHKIHSIMA OE30MTACHOCTH CPEJCTB 3aIUTHI
nHpopmarumn)

3UC.5

3arpeT HeCaHKLIMOHUPOBAHHOMN yJaJleHHON aKTUBALUU
BUCOKaMep, MUKPO(QOHOB U UHBIX MeprepUHHBIX
YCTPOMCTB, KOTOPbIE MOTYT aKTUBUPOBATHCS YIAIEHHO, U
OTIOBEILIEHHE TMOJIb30BaTENeH 00 aKTHBAIIMU TAKHX
YCTPOMCTB

3UC.6

[lepenaya v KOHTPOJIb ETOCTHOCTH aTPUOYTOB
0e30MmacHOCTH (METOK 0€3011aCHOCTH), CBSI3aHHBIX C
uHpopmanueit, mpu ooMeHe nHpopMalel ¢ UHBIMU
WH(POPMAIIMOHHBIMHA CUCTEMaMH

3UC.7

KOHTpOJIb CAHKIIMOHUPOBAHHOTO U UCKITIOYEHHE
HECaHKLMOHUPOBAHHOTO UCIIOJIb30BaHUs TEXHOIOTUH
MOOUJIBHOTO KOJIa, B TOM YHMCJI€ PETUCTPALIUsI COOBITUH,
CBSI3aHHBIX C UCIIOJIb30BAaHHEM TEXHOJOTHIH MOOMIIBHOTO
KOJla, UX aHaJN3 U pearupoBaHKe Ha HapyIICHHUS,
CBSI3aHHBIE C UCIIOJIb30BAHNEM TEXHOJIIOTUH MOOUIIBHOTO
Koza

3UC.8

KOHTpOJIB CaHKIIMOHHUPOBAHHOT'O U UCKIIIOYCHHUEC
HCCAHKIIMOHUPOBAHHOI'O NCIIOJIb30BaHUA TEXHOJIOTHI
[nepeaadyun peiu, B TOM YHUCJIC pErucTpanud CO6BITPII>1,
CBSI3aHHBIX C HCITOJIb30BAHHUEM TEXHOJIOT UM nepeaadyun
pCUU, UX aHaJIn3 U PCarupoBaHuC Ha HAPYIICHUA,
CBSI3aHHBIC C MCIIOJIF30BAHUEM TEXHOJIOTHI nepeaayun peuyun

3UC.9

KOHTpOJIb CAHKIIMOHUPOBAHHOMN M UCKIIFOYEHUE
HECaHKIIMOHUPOBAHHOM Tepeaun BujaeonHdopmanuu, B
TOM YHCIIC PETUCTPAIUs COOBITHM, CBSI3aHHBIX C
nepenavell BuaeonHGpopmaIuu, ux aHaan3 u
pearupoBaHNe Ha HAPYIICHUS, CBSI3aHHBIE C MIEpeaadei
BUJIcOUH(pOpMAIK

31C.10

[loaTBep:k1eHHE MPOUCXOKACHUS UCTOUHHUKA
nH(OpMAaIHU, TTOJIy9aeMOM B MPOIECCE OMPESTCHUS
CETEBBIX AJIPECOB MO CETEBBIM UMEHAM HJIU ONPEIEIICHUS
CCTCBBIX NMCH 110 CCTEBBIM apecaM
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3UC.11

OOecrieueHne MOIIUHHOCTH CETEBBIX COSTMHEHUN
(ceaHCOB B3aMMOJICHCTBHS), B TOM YHCJIC JIJIS 3aIIUTHI OT
MOJIMEHBI CETEBBIX YCTPOUCTB U CEPBHUCOB

+

3UC.12

M ckmroueHre BO3MOKHOCTH OTPUIIAHHS MOJIb30BATEIEM
¢axTa oTIpaBKU HHPOPMAITUH IPYTOMY IOJIb30BATEIIO

31C.13

W ckiroueHre BO3MOXXHOCTU OTPUILIAHUS T0JIb30BaTEIIEM
¢dakrta nomyueHuss ”HGOPMAIUHU OT APYTOro MOIb30BATENS

31C.14

Mcronb30BaHue YCTPOICTB TEPMUHAIBHOTO IOCTYIIA JUIst
00paboTKK HHPOPMALIUU

3UC.15

3amTa apXuBHBIX (HAMIIOB, TAPaMETPOB HACTPOUKHI
CPEICTB 3alUThl HHPOPMAIIUU U IPOTPAMMHOTO
00eCTIeYeHNs U MHBIX JaHHBIX, HE TOJISKAIINX
W3MEHEHUIO B Mpoliecce o0padoTKu HHGOpMAITUH

3UC.16

BeisiBiienue, aHanu3 1 OJI0KMpOBaHHE B MHPOPMALIMOHHOM
CHCTEME CKPBITHIX KaHAJIOB Mepeadn HHPOpPMaIuH B
00X0/] peaIM30BaHHbIX Mep 3aILUThl THPOPMALUU UITH
BHYTPH Pa3pEUICHHBIX CETEBBIX IPOTOKOJIOB

3UC.17

Pa3ouenue nudopmMamoHHOM CUCTEMBbI HA CETMEHTHI
(cerMeHTHpOBaHHE UHPOPMAITMOHHON CUCTEMBI) U
oOecrevueHne 3aUThl IEPUMETPOB CETMEHTOB
WH(OPMALIMOHHON CHCTEMBI

3UC.18

ObecnieueHue 3arpy3Ku U UCIIOJIHEHUS TPOrPAMMHOTO
o0ecreyeHns ¢ MalIMHHBIX HOocuTeneil nupopmanmu,
JOCTYIIHBIX TOJIBKO JJIA UTCHUA, U KOHTPOJIb HCJIOCTHOCTHU
JTAHHOTO NPOrPaMMHOI0 00ecreueHus

3UC.19

W30si1iust mpo1ieccoB (BBITOJIHEHUE TPOTPaMM) B
BBLIEJICHHOI 00J1acTH TaMsITH

31C.20

3amuTa 0eCIIpOBOIHBIX COSAUHEHUHN, TPUMEHSIEMBIX B
WH(OPMAIIMOHHOMN CHCTeMe

31C.21

VckmroueHne J0CTyna Mojib30BaTels K HHpopMauy,
BO3HMKIIEH B PE3YJIbTATE IEHCTBUM MPEIBIIYIIETO
[10JIB30BATEN YEPE3 PEECTPhl, ONIEPATUBHYIO IAMSATh,
BHEIIHME 3allOMUHAIOLINE YCTPOICTBA U MHBIE 001IME IS
MOJIb30BaTeNel pecypcsl HHPOPMAIIMOHHONW CHCTEMBI

3UC.22

3amuTa HHPOPMAITMOHHOW CUCTEMBI OT YTPO3
0e3omacHOCTH MHGOPMAITH, HATIPABJICHHBIX HAa OTKa3 B
00CTyKUBaHUU HH(POPMAITIOHHON CHCTEMBI

31C.23

3amura nepumerpa (puzndecknx u (W) TOTHIECKUX
rpaHull) HTHPOPMAITMOHHON CUCTEMBI TIPH €€
B3aUMOJICCTBUYU C MHBIMH HH(POPMAITMOHHBIMHU
cUCTeMaMH U UH(HOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSIMHU

31C.24

[IpekpaleHue CeTeBhIX COCTUHEHUH 110 UX 3aBEPIICHUN
WJIM 110 UCTEYEHHUH 33JaHHOT'O OIEPATOPOM BPEMEHHOIO
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HHTCPpBaJIa HCAKTUBHOCTH CETCBOI'O COCANMHCHUA

31C.25

Vcnonb3oBanue B UH(OPMAIIMOHHOHN CHCTEME WIIU €€
CErMEHTaxX Pa3IMYHBIX TUIIOB OOIIECHCTEMHOTO,
[MPUKJIAAHOI'O U CIICHUAJIBHOTO IIPOrpaMMHOI0
oOecrnieueHus (CO3/1aHNE TETEPOTreHHON CPeJIbl)

31C.26

Vcrionb30BaHKEe NPUKIIAJHOTO U CIENUAIBHOTO
IPOrPaMMHOI0 00ecrieueH sI, UMEIOIINX BO3MOKHOCTh
(YHKIIMOHUPOBAHUS B CpeaxX Pa3IUUHbIX OMEPATMOHHBIX
CUCTEM

3UC.27

Coznanue (SMyISIus) JI0XKHBIX HH(POPMAILIMOHHBIX CHCTEM
WA UX KOMITOHEHTOB, IIPEIHA3HAYCHHBIX IS
oOHapy>KEHHsI, PETUCTPAIIMH U aHAIHM3a JCHCTBUI
HapyIIUTEJeH B IPOIecce pealn3alui yrpos3
0e30macHOCTH HHGOPMAITIH

31C.28

BocrnpousBeieHHEe JT0KHBIX U (WIN) CKPHITUE HCTUHHBIX
OTJICTBHBIX HH(POPMAIIMOHHBIX TEXHOJIOTUN U (HITH )
CTPYKTYPHO-(DYHKIIHOHAIBHBIX XapaKTEPUCTUK
WH(OPMAIIMOHHON CHCTEMBI HITH €€ CETMEHTOB,
o0ecreurBaroIee HaBSI3bIBAHUE HAPYIIUTEIIO JIO)KHOTO
MPEJICTABICHUS 00 NCTUHHBIX HHPOPMAITHOHHBIX
TEXHOJIOTHSX U (WJIK) CTPYKTYPHO-(YHKIIMOHATIBHBIX
XapaKTePUCTUKAX WH(HOPMAITMOHHON CUCTEMBI

31C.29

[lepeBo MH(POPMAIIMOHHON CUCTEMBI WJIH €€ YCTPONCTB
(KOMIIOHEHTOB) B 3apaHee ONpeIeIeHHYI0 KOH(pUTypaluio,
00€eCTeunBaroyI0 3aUTy HHPOPMAIINH, B CITydae
BO3HMKHOBEHUH OTKa30B (COOEB) B CHCTEME 3alllUThI
nH(pOopMaluy NHPOPMAITMOHHON CHCTEMBI

31C.30

3amuTa MOOMIIBHBIX TEXHUYECKUX CPE/ICTB, IPUMEHSIEMBIX
B MH(OPMAILIMOHHOM CHCTEME

«+» - Mepa 3amuThl HHGOpPMAlMK BKJIIOYEHA B 0a30BBI HAOOp Mep Ul COOTBETCTBYIOILETO
KJ1acca 3allUIIEHHOCTH MH()OPMAIIMOHHON CHCTEMBI.

Mepsl 3amuThl HHGOpPMALIUK, HE 0003HAYECHHBIE 3HAKOM «+», MTPUMEHSIOTCS TPU aJanTalud
06a3zoBoro Habopa Mep W YTOUYHECHHMH aJalNTHPOBAHHOTO 0a30BOr0 HaOOpa Mep, a TaKXkKe IMpHU
pa3paboTKke KOMIIEHCHUPYIOIIMX Mep 3aluThl WHGOpMalnud B HHPOPMAIMOHHOW CHCTEME
COOTBETCTBYIOIIETO KJIACCA 3aNTUIIEHHOCTH.




